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This article focuses on risk analysis using a multi-criteria decision-making method. Due to
many performed risk analyses for soft targets, we are constantly trying to find new methods
for objective risk assessment. Many risk analyses are subjective, which is a problem when
planning security measures and comparing results (different events, objects, places, etc.). In
this text, we present our case study, which deals with the use of fuzzy TOPSIS. As a reference
object, we have chosen one of the specific categories of soft targets — cultural events. The
goal was to find the location most at risk of violent attacks on a selected cultural event - a
music concert. We then established cooperation with three experts. The completed data in
the risk analysis was then compared with practice. The selected fuzzy TOPSIS method was

chosen as presumably more objective. Our hypothesis was confirmed. The results were
objective and consistent with practical experiences.

1. Introduction

The article aims to present our research, which we have worked
on for several years [1-12]. The goal is to research the protection
of soft targets and find new methods to strengthen security. In this
article, we focus on one necessary step, risk analysis. The biggest
problem is selecting the appropriate method and minimalizing
subjective view. Currently, many risk analysis methods exist, but
none are specifically designed for soft targets. Our effort is to
explore these methods and choose one or develop a new one that
will provide objective results.

This article extends the contribution from The IEEE
International Carnahan Conference on Security Technology 2021,
where we presented an essential and necessary introduction and
case study with the applied Fuzzy TOPSIS method [1]. In this
extended version, we provide additional information on why we
selected Fuzzy TOPSIS and a more detailed risk analysis of the
whole workflow. Also, the introduction offers more detailed
information about previous research and project on soft targets
protection [1-12].

Our research is mainly concerned with the area of soft target
protection. “The term "Soft Targets” can be referred to those
objects (buildings), (open) spaces, or events characterized by the
accumulation of many people, the absence or low level of security
measures against violent assaults, and their omission among
critical infrastructure and hard target objects” [13].
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The protection of soft targets is a relatively new phenomenon
in the geopolitical space of Europe. This issue became relevant
after the events in 2014 when the so-called Islamic State declared
a caliphate and began carrying out terrorist attacks worldwide [13],
[14]. As the first figure (Fig. 1) shows, the number of terrorist
attacks almost doubled. The data is obtained from our database
created for our research[7], [9], [11], where violent attacks against
soft targets are recorded from Europe and parts of Russia and
Turkey. The existence and updating of the database are crucial for
our research because we need to register this information and add
details such as the location of the attack, time, modus operandi
(Fig. 2), type of soft target (Fig. 3), and other information about
the attack [14], [15].

This paper describes a significant part of our research. It is
focused on security measures and, above all, on risk analysis.
Nowadays, there are many risk analysis methods but just a few of
them suits soft targets. The central lack of those methods is
objectiveness. Some complex methods, such as Failure Mode and
Effects Analysis (FMEA), are claimed as objective methods. But
the result of this method depends on one evaluator's opinion [16].
The section 3 specifies some methods that are mostly used in
security issues. Following section 4 goes into more detail about
methods verified and tested in our research.

We asked three security managers to participate in our case
study by finding the most exposed and weakest point in protecting
soft targets at cultural events. Our previous research has shown the
utility of multi-criteria decision-making (MCDM) in identifying
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soft targets. This case study aimed to verify the hypothesis that
some methods of MCDM should be used for risk analysis,
especially risk assessment. One of the significant parts of risk
analysis is proposing security measures and making a plan of
necessary activities; however, we focused just on the part of risk
assessment and compared the final risk ranking from MCDM and
typical risk analysis.
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Figure 1: Number of terrorist attacks from 2014 to 2022 [15]
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Figure 2: Modus operandi of terrorist attacks from 2014 to 2022 [15]

For this purpose, we selected some MCDM methods described
deeply in section 4. Lately, we added the Fuzzy TOPSIS method
to the list because this method perfectly fits our problem of
objectives. Based on information from several publications [17 —
19], we decided to use the standard fuzzy TOPSIS version due to
the existence of many hybrid approaches [20], [21], or updated
methods [22], [23]. Some efforts are known to use Fuzzy TOPSIS
for risk assessment [24], [25]. Classic fuzzy TOPSIS is only a
segment of the developed methodology.

Soft targets has many categories and each category has own
specifications. Cultural events is a category that we selected for
our research and case study. As Fig. 3 depicts, cultural events are
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not targeted mostly, however they are very diverse. The quality of
security measures that are highly variable, is the main reason for
our choise.
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Figure 3: Targets of terrorist attacks from 2014 to 2022 [15]
2. Cultural events

Cultural events are one of the soft targets categories. “Cultural
events can be defined based on a combination of two words -
culture and event or based on a combination of their defining
concept. By combining these formulations, the following definition
can be reached: cultural events are pre-planned events with a
clearly defined place and time, the main goal of which is the
presentation of spiritual and material values created by man.”
[26]
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Figure 4: Number of terrorist attacks on social and cultural events from 2014 to
2022 [15]

Each mass event has its own specification, conditions and
needs. Safety is a vital part of these mass events or gatherings.
Differentiation of essential characteristics is absolutely necessary
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to establish proper safety. Every successful terrorist attack on mass
gathering may take many causalities. This is the reason why all
mass gatherings must be well protected. The following figure (Fig.
4) shows that the average number of attacks is 2 and a half per year
with a peak in 2016 [15].
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Figure 5: Modus operandi of terrorist attacks on social and cultural events from
2014 to 2022 [15]

3. Risk management

One of the integral parts of security planning is handling threats
and their probability. We need to know what threats are in our
facility. The objective of security planning is to take measures that
lower the probability of emerging threats. The probability is also
labeled as a risk.

Risk management (RM) is an endless process that subsists of
three steps (fig. 6). Each step is described in more detail in the
following sub-sections.

Regulation Identification

RM

Evaluation
Figure 6: Risk Management steps [15]
3.1. Risk identification

Risk identification is ensured through risk analysis. The risk
identification step usually includes the following activities:

1) Identification of sources of risk — this part includes:

a) Determination of initial data — data on the analyzed entity,
description of operation, location, etc.

b) Identification of assets - definition and determination of
the value of the assets owned by the subject;
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2) Identification of threats — identification of events and actions
that can negatively affect the value of assets;

3) Identification of vulnerabilities — every asset has its
vulnerability or weakness to an identified threat. The level of
this vulnerability affects the impact when a threat affects a
protected asset;

4) Determining and assessment of impact.

5) Determination of risk - determination of the probability of the
occurrence of threats and the degree of vulnerability of the
subject [27]

There are three basic groups of risk analysis. The first one
contains qualitative methods such as tree analysis — Event Tree
Analysis (ETA), or Fault Tree Analysis (FTA). One of the most
used and elemental methods is Safety/Security review. The group
of quantitative methods stands on the other side, Failure Mode and
Effect Analysis. (FMEA) is one of the well-known methods in this
category. The last category is the combination of the two previous.
It is a group of semi-quantitative methods that combine experience
and numerical expression of risk [15].

3.2. Risk evaluation

Risk evaluation is an activity determined to enumerate risks
and assign them to the correct category. The risks scale from the
lowest negligible to the highest critical (Fig. 7). When planning
security measures, we start with the necessary risk and need to
spend the most funds in this category.

= Critical risk

= High risk

= Average risk

= Low risk

= Negligible risk

Figure 7: Risk scale

3.3. Risk regulation

The last step in risk management is risk regulation. This step
includes six different approaches. Each approach has its own
positives and negatives. It is very complicated to say which one is
the best. It depends on the point of view. The possible approaches
are:

e Ignoring the risk — conscious or unconscious

e  Acceptance of the risk — this approach covers also issues
with residual risk.

e Reduction of the risk — this is the most logical approach
that implements corresponding security measures or
reduces the severity of the impact.
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e Risk avoidance

e  Transfer of risk — transferring risk to another entity (e.g.,
outsourcing)

e Risk monitoring — the risk is not static, but it is variable
and might change over time.

4. Methods

MCDM is a very complex field and provides many different
methods and procedures. The most well-known methods such as
the Analytic Hierarchy Process (AHP) [28], Technique for Order
of Preference by Similarity to Ideal Solution (TOPSIS) [29], [30]
or Visekriterijumsko Kompromisno Rangiranje (VIKOR) [30] has
been selected for our research.

4.1. AHP

Tasks, the number of elements (variants and criteria), and the
complexity in more complicated decision-making increase
exceptionally. Due to this, the decision-maker has a problem
getting his bearings in the task. Therefore, in the 1970s, Professor
Thomas L. Saaty created the AHP method, which he and his
colleagues developed into a practical tool for solving these
complicated tasks. [28]

AHP can be described as a method of breaking down a complex
unstructured situation into simpler parts — the establishment of a
hierarchical system (Fig. 8). The following part uses the subjective
assessment of pairwise comparisons, which assigns numerical
values to individual components that express their relative
importance. The subsequent synthesis of these evaluations
determines the element with the highest priority.

Decision Goal Level 1
/ L 4 \
Criterion / Criterion 2 Criterion n | Level 2

Alternative / Alternative 2

Alternative m  [Level 3

Figure 8: Structure (hierarchy) of AHP [31]

4.2. TOPSIS

The TOPSIS method, according to R.R. Venkata [32], was
developed by Hwang and Yoon and is characterized by the fact
that it requires only a minimum number of inputs from the user and
also that the outputs are very understandable. The only subjective
parameters are the weights of the criteria. The TOPSIS method is
based on the idea that the optimal solution is the one that has the
shortest distance from the ideal solution and is also the furthest
from the solution that is negative [29], [30].

The method is based on five computational steps:

1. obtaining performance evaluation of alternatives on
various criteria,

www.astesj.com

2. normalization of assessment,
3. normalized scores are assessed,

4. the distance between the ideal and negative solutions is
calculated

5. the ideal solution selected based on ratios of calculated
distances [29], [30]

4.3. VIKOR

The VIKOR method is another method that searches for the
best solution on a set of alternatives according to the distance from
the ideal solution [33]. This method was developed for multi-
criteria optimization in complex systems and focused on
evaluation and selection in the presence of conflicting criteria.
Each alternative is evaluated according to the multi-criteria
function, and the resulting compromise solution is obtained based
on the proximity to the ideal alternative. The evaluation is obtained
using five steps [30], [34].

1. The alternatives are labeled as x1, x2, ... , xm; where m is
number of alternatives.

2. Determination of the maximum and minimum values of all
criterion functions.

3. Calculation of the utility and regret measure of the respective
alternative.

4. Calculation of performance evaluation of alternatives.

5. Sorting of alternatives according to performance evaluation. A
lower rating value represents a better alternative [30]

4.4. Comparison and selection

The results of the above methods were compared against
results from semi-quantitive risk analysis PIE. We carefully
selected security issues for risk analysis and compared only cases
with exactly ten threats (criteria). We asked highly renewed
experts for security and safety. Each of them made a PIE analysis,
and then we made a threat list ranked according to the mean value
of obtained results. This list served as a “standard” for comparing
our selected methods. The method with the lowest ranking
difference against our PIE “standard” was selected for further
research. As shown in tab. 1. Fuzzy TOPSIS (FTOPSIS) presents
the best results. FTOPSIS was added in the progress of research
because it allows the processing of opinion of more evaluators.

Table 1: Rank Comparison

Threat1 Threat2  Threat3  Threat4  Threat$5
TOPSIS  0.20 0.11 0.20 0.19 0.18
AHP 0.28 0.15 0.19 0.23 0.27
VIKOR  0.18 0.12 0.19 0.18 0.23
FTOPSIS 0.08 0.14 0.10 0.12 0.15

Threat 6 Threat7  Threat8  Threat9  Threat 10
TOPSIS  0.11 0.14 0.19 0.12 0.15
AHP 0.28 0.18 0.21 0.30 0.26
VIKOR  0.11 0.15 0.10 0.15 0.12
FTOPSIS 0.10 0.13 0.11 0.14 0.13
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Every change of rank by one position is reflected in
comparison by value 0.1. The average value for comparison of all
cases is in the above table (Tab. I.)

The most significant similarity with PIE (Tab. II.) shows
FTOPSIS had similar threats rank for six threats. Similar methods,
TOPSIS and VIKOR, has almost identical results. (Tab. I. and Tab.
IL.)

Table 2: Overal Similarity

Similarity
TOPSIS 2/10
AHP 0/10
VIKOR 2/10
Fuzzy TOPSIS 6/10

5. Fuzzy TOPSIS

FTOPSIS is a modified standard TOPSIS, which belongs to the
most used techniques for MCDM. It consists of adding fuzzy logic
that allows the reflection opinion of all decision-makers. This
technique utilizes two ideal solutions. Those solutions are called
Fuzzy Positive Ideal Solution (FPIS) and Fuzzy Negative Ideal
Solution (FNIS) [29]. The aim is to find a distance from both of
these ideal solutions. The longest distance from FNIS and the
shortest distance from the FPIS is the best result. It is calculated as
a geometric distance from these solutions [16].

Criteria weight

Conversion of values (number -> linguistic value -> fuzzy
number

Fuzzy decision matrix

Normalization of fuzzy matrix

Multiplication of weights and normalized fuzzy decision
matrix

Calculating of FPIS and FNIS

Determining of closeness coefficient

Figure 9:Seven steps of FTOPSIS [1]

Complete calculation and ordering of alternatives according to
distance have seven steps (Fig. 9) [1], [16-18].

Table 3: Conversion table [1]

Numerical Linguistic value Fuzzy number
value
1 Very low {1,1,3}
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2 Low {1,3,5}
3 Average {3,5,7}
4 High {5,7,9}
5 Very high {7,7,9}

Usage of linguistic values showed as a not appropriate. Each
linguistic value was represented by numerical value which made it
easier for our decision-makers. Consequently, we converted it into
fuzzy numbers to obtain correct weights for further calculation.
(Tab. I11.).

Converted fuzzy numbers are used to build a corresponding
fuzzy matrix for each decision-maker (three matrices, in our case).
Those matrices are merged to the united fuzzy matrix. Every
triangular fuzzy numbers is represented by three values
(F={a;b;c}). Calculation of these values are based on following
formulas (1):

— mi k. _1 k.. — k
a;; = ming{afi}; by = ~ D=1 bl i = max{cf} (1)

The uniform matrix is built from a combination of decision
matrices and the above formulas. Next step is the normalization of
the uniform matrix. Normalization is one of the essential activities
for almost all MCDMs. The TOPSIS and also its fuzzy
modification work with two types of criteria. The first group brings
benefits (eg. increasing efficiency). The second group has a
negative influence on the decision maker and this group is called
as a cost criteria (eg. salary). Each group has slightly different
formula for normalization. Benefits criteria (2) looks for maximal

value and
cost criteria (3) for minimal value :
~ = (% by cyY. L+ {ci) 2
=7 F)-¢ =maxqcy 2
J J J
a; a; a;
=L L ). g7 =min{a..
rl] - <Cij’bij’aij>' a] mlnl{al]} (3)

The normalized matrix must be supplemented by criteria
weight. Normalized values are simply multiplicated by reciprocal
weight values of criterion (4).

;1:@;1; = (a1, by, ¢1)®(ay, by, ¢3) = (a1 * ay, by * by, ¢q * C3) (4)

Multiplication results are used to find the ideal solution. There
are two possible solutions: a positive solution with the “best”
values and a negative solution with the worst values. Because this
is fuzzy modification than solutions are called as fuzzy
positive/negative solutions (FPIS (5)/ FNIS (6)), Calculation of
these solution is given by:

At = (1’;;’;’ 1;;;, 'l‘];f), 1‘];'1 = maxi{vi]g} (5)

A" = (1;?, 13;_/, 1’7;;), 137 = mini{vijl} (6)

However, it is the best or the worst situation that probably
never occurs. Each involved alternative has its own solution and
the distance, which is between FPIS, FNIS and this solution, (7)
describes the quality of the involved alternative. The distance is
given as:

the d(5,7) = (3@ = @)+ (b — b)* + (@ = )21 ()

The closeness coefficient (8) is the final step to ordering all
involved alternatives.
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6. Case study

We have focused on applying the TOPSIS method to one
cultural event in the case study. The basic information about
the event:

e  Specialization: music metal concert - group Arakain
e  Where: Masters of Rock Café in Zlin, Czech Republic
e Frequency: once a year (various dates)
e Number of visitors: 400 - 500 people
A4

Cepkov

Nakupni centrum
Parkoviété Gepkov
Q Dr.Max Lékarna

New Yorker
Prodej textilu a odévl

ters of Rock Café
né zavieno
ok
L

hi
Yletn;

Bie ™

%’%

<
<
E

Figure 9: Localization of the Master of Rock Café. [35]

Figure 10: The main entrance of the Mater of Rock Café. [35]
6.1. Risk management

Assets are determined based on a security inspection of the
given location, where we analyzed what is crucial for the owner of
the building, whether from the point of view of finances,
operations, or maintaining continuity. There are assets within the
selected object:

e People

e  Property of the club, visitors, performers
e Building

e  Continuity

e  Money

e Etc.[15].
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The next step is to identify the threats. Several ways could do
this. One possible way is again an on-site security inspection where
a security professional has enough experience in the required field
and can identify the most problems that may arise. The second way
is to start from the threat catalog. A threat catalog is a document
or, more accurately, a list of generic and most common threats.
This catalog is made by some security experts to provide a tool that
may help identify threats and save time.

In our case study, we combined more methods. The threat
catalog was thoroughly studied, and some threats were selected as
relevant. Check-list had been made from these threats, and this
check-list we used for security inspection. Threats identified for
our case study:

e  Assault, injury

e  Property theft, damage (vandalism), or destruction
e Pickpocketing

e  Fire or flood

e Power failure, delay in the arrival of performers,
cancellation of the concert

e  Entrance with an invalid ticket [15].

N
¢ Security / Safety
Assets inspection
identification )
. . . \
e Security inspection
S e Statistics
reats
iy © Threat catalog )
- N
e Security / Safety
inspection
Vulnerability .
e, © Fault-Tree-Analysis
N
2 ® based on selected method
IS

assessment )

Figure 11: Risk assessment workflow

Vulnerability is always determined at a given location when
existing security measures, accessibility to the facility, employee
reactions, etc., are checked based on the inspection. Vulnerability
identification for our case study:

e  Obsolete security systems

e  Absence of mechanical restraint systems
e Lack of the Visitor Regulations

o Number of glazed surfaces

e  Proximity to the river
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e Etc.

The whole process is outlined in the following steps (sub-
processes) (fig. 11).

The final risk assessment is made with the help of the TOPSIS
method. Inputs are based on the opinion of three “common”
security managers. “Common” means that they are not specialized
in advanced risk analysis and especially in the field of soft targets
protection.

The main objective was to find the most exposed location with
the highest probability of attack that may have fatal consequences.
Based on experience, the location of attacks is determined by on-
site inspection, security assessment, and determining which areas
are attractive for the attack. This can be assessed from the point of
view of their vulnerability, lack of security, or the number of
people we expect at a given location. Thanks to the localization of
the attack, when planning security measures, we can directly target
security at a given location and thereby strengthen it.

Analyzed localizations are:
e Main entrance
e Audience space
e Stage
e Refreshments space
e  Parking lot [15].

Initially, we must define the criteria for TOPSIS, which
increase or decrease the risk. The criteria were determined on a
similar basis to the location of the attack. Thanks to our many years
of experience in planning the security of cultural events, as well as

from the methodologies, books, and works of experts that have
been published on this topic. Initially, it is always important to say
what we want to analyze. For soft targets, one of the most critical
locations are those with accumulated large numbers of people.
Subsequently, we focus on how easy it is to get into the object, if
someone stops the attacker, etc. When I already have security
measures, I have to ask if they are effective and if they can detect
and respond to an attack.

In many cases, security measures are only passive. It means
that security measures serve as a monitoring tool for the occurred
security situation but cannot respond. This is entirely unacceptable
in the case of an attack on people. Therefore, the effort is to plan
measures that will actively detect the attack and trigger some
reaction (alarm). Our chosen criteria are defined in the basic
document for soft target protection [13]. Those criteria are:

e A number of people — it is labeled as a benefit criterion
because more people increase the risk.

e Accessibility — benefit criterion; higher accessibility =
lower security -> less effective security measures such as
security guards or surveillance system.

e  Detectability — because this criterion decreases the risk, it
is labeled as a cost criterion. Security guards are able to
detect the attack in the early stage.

e Reactivity — another cost criterion. This criterion
expresses the time between the start of attack and the first
reaction of guards or policemen.

7. Results

There is evaluation from three professionals and security
specialists in the following tables (Tab. IV, V, and VI).

Table 4: Decision maker 1 [15]

Number of people Accessibility Detectability Reactivity
Weight (numerical) 5 3 3 1
Main entrance {5,7,9} {7,9,9} {1, 3,5} {5,7, 9}
Audience space {7,9,9} {3,5,7} {3,5,7} {3,5,7}
Stage {1,3,5} {1, 1,3} {5,7,9} {5,7,9}
Refreshments space {5,7,9} {3,5,7} {3,5,7} {3,5,7}
Parking lot {1,3,5} {7,9, 9} {1, 1,3} {1, 3,5}
Table 5: Decision maker 2 [15]
Number of people Accessibility Detectability Reactivity
Weight (numerical) 4 4 5 4
Main entrance {5,7,9} {7,9, 9} {5,7,9} {5,7,9}
Audience space {7,9,9} {3,5,7} {1, 3,5} {1, 3,5}
Stage {1, 3,5} {1, 1, 3} {7,9,9} {5,7,9}
Refreshments space {3,5,7} {3,5,7} {1, 3,5} {1, 3,5}
Parking lot {1,3,5} {7,9,9} {1,1,3} {1, 1,3}
Table 6: Decision maker 3 [15]
Number of people Accessibility Detectability Reactivity
Weight 5 3 4 3
Main entrance {5,7,9} {7,9, 9} {1,3,5} {3,5,7}
Audience space {7,9,9} {3,5,7} {1, 3,5} {1, 1,3}
Stage {1, 1,3} {1, 1,3} {7,9, 9} {7,9,9}
Refreshments space {3,5,7} {L, 3,5} {3,5,7} {3,5,7}
Parking lot {1, 3,5} {7,9,9} {3,5,7} {1,3,5}
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When we have the results from decision makers, we combined the decision fuzzy matrix (1) (Tab. VII).

Table 7: Combined decision fuzzy matrix[15]

Number of people Accessibility Detectability Reactivity
. numerical 5 3 4 3
weight linguistic Very high Average High Average
Main entrance {5,7,9} {7,9,9} {1,4.333,9} {3, 6.333,9}
Audience space {7,9,9} {3,5,7} {1,3.667,9} {1,3,7}
Stage {l1,2.333,5} {1, 1,3} {5, 8.333,9} {5,7.667,9}
Refreshments space {3, 5.667, 9} {1,4.333,7} {1,4.333,7} {1,4.333,7}
Parking lot {1, 3,5} {7,9,9} {1,2.333,7} 1,2.333, 5}
Then we normalized the fuzzy matrix according to (2) and (3) (Tab. VIII).
Table 8: Normalized fuzzy matrix [15]
Number of people Accessibility Detectability Reactivity
weight {7,9, 9} {3,5,7} {5,7,9} {3,5,7}
Main entrance {0.556, 0.778, 1} {0.778, 1, 1} {0.111, 0.231, 1} {0.111, 0.158, 0.333}
Audience space {0.778, 1, 1} {0.333, 0.556, 0.778} {0.143,0.273, 1} {0.143,0.333, 1}

Stage {0.111, 0.259, 0.556} {0.111,0.111, 0.333} {0.111, 0.120, 0} {0.111, 0.130, 0}
Refreshments space {0.333, 0.630, 1} {0.111, 0.481, 0.778} {0.143,0, 1} {0.143, 0.032, 1}
Parking lot {0.111, 0.333, 0.556} {0.778, 1, 1} {0.143,0, 1} {0.200, 0, 1}

Then we created a weighted normalized fuzzy matrix according to (4) (Tab. IX). The A*and A- are according to (5) and (6).

Table 9: Weighted normalized fuzzy matrix [15]

Number of people Accessibility Detectability Reactivity
Main entrance {3.889, 7,9} {2.333,5,7} {0.556, 1.615, 9} {0.333, 0789, 2.333}
Audience space {5.444,9, 9} 1,2.778, 5.444} {0.714, 1.909, 9} {0.429, 1.667, 7}

Stage {0.778,2.333, 5} {0.333, 0.556, 2.333}

{0.556, 0.840, 1.800}

{0.333, 0.652, 1.400}

Refreshments space {2.333, 5.667, 9} {0.333, 2.407, 5.444}

{0.714, 1,615, 9}

{0.429,0.161, 7}

Parking lot {0.778, 3, 5} {2.333,5, 7} {0.714,3, 9} £0.600, 2.143, 7}
A+ {5.444,9, 9} {2.333,5,7} {0.714, 3, 9} {0.600, 2.143, 7}
A- 0.778,2.333, 5} {0.333, 0.556, 2.333} {0.556, 0.840, 1.800} {0.333, 0.652, 1.400}

Then we calculated distance FPIS and FNIS according to (7) (Tab. X).
Table 10: Final FPIS and FNIS distances [15]

FPIS FNIS

Main entrance 1.463 0.000 0.805 3.808 3.977 3.896 4.181 0.650

Audience space 0.000 1.745 0.630 2.217 5.235 2.241 4.203 3.348

Stage 5.235 3.896 4.341 4.253 0.000 0.000 0.000 0.283

Refreshments space 2.632 2.093 0.799 3.002 3.137 2.090 4.182 3.234

Parking lot 4.959 0.000 0.000 1.929 0.385 3.896 4.341 3.433
As the results show, the riskiest area is the audience space. Many Table 11: Results [15]
people in a small area have a crucial effect on early detection and

: : : : CCi Localizations rank
mainly on possible reactions. A mass of people complicates and
prevents the moving of security guards. The second risky area is 0,676 Main entrance 2
the main entrance. It reflects practical experience from previous 0,766 Audience space 1
terrorist attacks. Many people standing in the queue are very 0,016 Stage 5
attractive to attack by vehicles. The parking lot stands in third 0.597 Refreshments space 4
place. Protection of this area is a little bit complicated because ;
0,636 Parking lot 3

people move in unpredictable directions, and installing anti-
collision barriers is almost impossible. The results were calculated
by using the formula (8) (Tab. XI).
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8. Discussion

There are many different methods that should be tested in the
risk management of soft targets; however, FTOPSIS shows very
promising results (Tab. XI). It can easily involve “standard”
security managers and specialists and reflect the opinion of all of
them. Also, the results were discussed and consulted with experts
for soft targets protection. Their professional view confirmed our
results. The exact value of risk is not important. Important is the
rank in the case of social or cultural events. It is necessary to test
this method and approach for other types of soft targets and
validate results with others risk analysis methods.

Used method (FTOPSIS) has provided results that are
consistent and comparable with practice. Even if this case study
was limited by cooperation with only three experts, the results are
representative enough. This case study also validates and confirms
the utilization of FTOPSIS as a risk analysis. Many other risk
analyses have a problem subjective approach of an evaluator. This
could be a serious problem when we have different results from
different evaluators. This may bring an underestimation of risk,
which means, in general, higher risk. FTOPSIS brings a certain
amount of objectivity and it should be used without prominent
experience in soft target protection.

This article aimed to examine one of the risk analysis methods
and test it with other selected methods. As already mentioned, the
intention is to find a method that will be simple for experts, quick
to use, and above all, objective. But the work of a security expert
does not end there. We now know what and where we are in danger
and to what extent. Subsequently, it is necessary to start the process
of reducing the risk, where we look for various measures to reduce
the resulting value of the threat. There are several ways - security
measures, insurance, avoiding a given risk, monitoring, etc. The
most commonly used are technical and non-technical security
measures, by which we understand various security systems,
camera systems, and fire protection, but also the setting of
processes for how to behave in the event of a security incident,
crisis communication, detection of suspicious behavior, training of
security and emergency personnel, etc.

9. Conclusion

Risk analysis is about finding and ordering risks. This process
is very similar to other decision-making processes and thus,
MCDM should be effectively applied to this field. The biggest
challenge, as for every decision-making, is correctly defined
criteria. A properly set template may save a lot of time, and usage
of FTOPSIS could be faster and more time effective than other risk
analysis methods based on subjective opinion. On the other hand,
FTOPSIS presumes some elementary knowledge of mathematics.

Next research step is case studies and validation on upcoming
events. We would like to use MCDM not only for risk analysis but
also for prioritization of proposed security measures and
evaluation of incidents.
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