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In recent years the development of autonomous vehicles has increased tremendously and a
variety of methodologies had been applied to make them more safe and secure. This work
shows a multilevel approach combining Failure Mode, Effects and Criticality Analysis of an
autonomous railway system with sociological and technical aspects to support safe operations
and human-machine interactions in the field of autonomous railway systems. This approach
includes all relevant technical components, as well as the assessment of measures for a safety
process based on the Failure Mode, Effects and Criticality Analysis. We applied the Persona-
Roberta model to assess safety aspects at the interface between humans and machines and
applied both results to establish training materials. The results provide answers to questions
about the avoidance of technical errors, discussions on security and safety aspects and shows
organizational development tools for accident prevention. In the future the created knowledge
will be used to improve trust in digital solutions and Cyber-Physical Systems.

1 Introduction

This paper is an extension of work originally presented in 2021 at
the 5th International Conference on System Reliability and Safety
(ICSRS) [1]. In the paper entitled ”Knowledge Based Training De-
rived from Risk Evaluation Concerning Failure Mode, Effects and
Criticality Analysis in Autonomous Railway Systems” the following
four topics have been discussed:

• Railway vehicles, autonomous systems, safety & security,
risk mitigation

• Development of a component meta-model ( Figure 1)

• Risk evaluation with Failure Mode Effects and Criticality
Analysis (FMECA)
focused on technical and social aspects and the combination
of these aspects to find solutions for minimizing risks

• Finding a solution to the issues of interaction between au-
tonomous systems, Cyber- Physical Systems (CPS) and hu-
mans (Persona–Roberta model)

In thier work [2] looked at a meta-model that would assist the de-
velopment of Cyber-Physical Systems (CPS) which are to be used to
manage and control autonomous train systems on auxiliary railway
lines in a safe and secure manner. In doing so, they discovered that
most meta-models do not meet the particular requirements of the
railway domain, particularly when focusing on the integration of the
combination between safety and security issues. Our meta-model,
which was developed in response to these findings, incorporates
a wide range of particular technological and sociocultural factors
as well as their interoperability. It serves as the foundation for the
study described in this publication . In the extension for this article,
the authors would like to discuss aspects of the research process
in the interaction between CPS and people working at an operat-
ing site regarding safety and security aspects. This also concerns
tools for developing trust and trustworthiness in technology and
CPS. Therefore, we developed training materials for different target
groups, which are working with and within these systems in differ-
ent positions. For that, it is important to understand, which person
has tacit knowledge and can decide actions and which person can
only operate along a guideline.

The authors have been conducting research on the topic of au-
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tonomous rail-bound vehicles on branch lines in Linz, Austria for
over a total of 18 months. The overall project duration of the re-
search project in which the presented research had been conducted
was three years from August 2019- January 2021. Through direct
access to the practical use of the planned autonomous system, safety
aspects have been comprehensively discussed in the project. The
authors overall objective is to connect social, technical and legal
issues in an integrative way to achieve greater safety and security
for humans and machines in autonomous systems.

Based on the data and research reports on technology acceptance
and social issues in technology social research, a mixed methods
approach was chosen, which helps to illuminate the research object
with different methods according to the grounded theory [3]. Mixed
methods research is often used in the behavioural, health, and so-
cial sciences, especially in multidisciplinary settings and complex
situational or societal research. This approach is chosen when data
is to be collected using different methods. These can be quantitative
and qualitative methods, but they are not used side by side or in
parallel, but triangulated to produce results. In the present research
project, this approach was the right one, as the research question
asks for social and technical aspects and interdisciplinary cooper-
ation was used. Therefore, desk research methods were used to
evaluate existing literature along categories of technical and social
aspects. Based on the results, discussions were held with experts to
generate information for the development of the Persona-Roberta
model indicators. Furthermore, with this basis, the existing FMECA
was extended to include social aspects. The aim of all these steps
was to extend the error correction measures on the technical side to
include social correction measures. These are the training materials
developed from these steps, which in turn were fed from the tacit
knowledge of the people responsible for the operation. In this way,
a knowledge cycle was created to move from person-controlled
rail-based operation to safe autonomous operation.

Doing this we set the following research objectives:

• Implementing social aspects to support the technical develop-
ment of an autonomous railway system

• Extension of FMECA with design thinking methods

• Development of training concepts and materials to ensure safe
and secure operation for humans and machines interacting
with rail-bond vehicles

The rest of the paper is structured as follows. In section 2,
relevant related scientific literature on the subjects of autonomous
railway vehicles, FMECA and training materials and the Persona-
Roberta model are presented. The next section 3 presents all objects
used in the FMECA, failure mitigation and improvement opportuni-
ties in detail, followed by section 4, where training materials derived
from the FMECA are presented. In the conclusion, a summary of
the research is given and further research is presented.

2 Related Works

2.1 Autonomous Railway Vehicles

Recent technological improvements have led to more focus on the
sector of autonomous vehicles. A variety of technologies are con-

tributing to the progress of projects and research in this fields. When
considering autonomous driving, roughly three parts, scene recog-
nition, path planning and vehicle control are required [4]. While
the first demands localization, object-detection and object-tracking
algorithms, the second uses motion and mission planning. The latter
makes use of the motion planner and uses path following. All these
components use algorithms to aid and enable autonomous driving
for vehicles. Regarding the railway sector, a variety of projects
have targeted different aspects of autonomous driving for trains and
railway vehicles, such as self-driving trains, autonomous train sys-
tems and others. Technologies such as the Internet of Things (IoT),
AI, Dedicated Short-Range Communication (DSRC) and Positive
Train Control (PTC) all enhance the autonomy of railway vehicles.
Various work in the field of autonomous railway vehicles have been
done in academia already. Speed scheduling for autonomous rail-
way vehicle control systems has been researched using a variety of
algorithms such as Neural Network [5], Neuro-Fuzzy systems [6],
fuzzy interference system [7]. They propose the need for a secure
and safe operation of trains enabled by an AI supported system.

Autonomous railway vehicles can be classified based on four
Grades of Automation (GoA) [8]. GoA 1 describes controlled man-
ual operations where the driver manually drives the train, opens
passenger doors, etc. and is supported by a safety system, the Auto-
matic Train Protection (ATP). GoA 2 includes automatic braking
and change of rail tracks, etc. but is still dependent upon a driver.
GoA 3 represents trains that operate autonomously but need a driver
to attend the train, be onboard and take control in case of an emer-
gency. GoA 4, however, are fully autonomous trains without a driver
present. A lot of progress has been done in recent years regarding
fully autonomous train systems. Rio Tinto, for examples, uses fully
automated trains for its iron-ore freights in Pilbara, Australia. The
system, called AutoHaul, operates 50 automated and unmanned
trains on a 1500 km railroad, reducing time and costs [9].

In a recent work by [10], autonomous maintenance technologies
for localisation and navigation have been presented. Respective
technologies, such as on-board sensors, like Inertia Measurement
Unit (IMU), tachometers, satellite-based position systems and cam-
eras are used to identify the exact location, speed and other factors
regarding the trains. In a further step, these technologies can be used
for autonomous movement and driving of a train, as expressed by
[11], for monitoring passengers and goods as well as trains and other
systems. These advancements and technologies, however, bring up
further issues regarding safety of humans, passengers in particular,
and other objects involved that are interacting in one way or the
other with an automated/driverless railway vehicle or corresponding
control system. These factors need to be addressed appropriately.

2.2 Failure Mode Effects and Criticality Analysis

The Failure Mode and Effects Analysis (FMEA) is a formalized
method that enables the identification of possible failures of compo-
nents of an overall system and their further classification based on
root causes, failure modes and estimation of risk [12]. Therefore,
errors are identified for specific objects of a system and techni-
cal effects for this error are described as well as possible reasons
for the respective errors. In this article, we present results from
a special form, the Failure Mode Effects and Criticality Analysis
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(FMECA)that additionally includes a Criticality Analysis. This is
represented in the risk priority number (RPN) assigned to each risk
for each failure. The RPN is calculated by multiplying severity,
occurrence and detection rates for each failure [13], [14].

When looking at scientific research in the field, FMECA has
been applied in various areas of railroad systems. For example, in
[15] author conducted an FMECA assessment for heating, ventila-
tion and air conditioning (HVAC) systems of transportation railway
systems. They identified the main criticalities and in a further step
applied a new analytical method to identify a threshold risk value.
In their study, [16] used an FMECA on the passenger door systems
of railroad rolling stock. Additionally, they looked at inexpensive
and reliable criteria in that context and developed a mileage-based
preventive maintenance program to lessen failure recurrence.

To find an optimum FMECA process and methodology for rail-
road systems, [17] have done a structured evaluation of various
FMEA approaches. As a result, they contrasted the approaches and
traits of the FMECA standards MIL-1629a, SAE-J1739, and IEC-
60812 for use in the automotive, electronics, and military industries,
respectively. They discovered that each was deficient in certain
components necessary for a comprehensive approach to FMECA
for train systems, and, as a result they combined elements of fail-
ure modes (SAE-J1739), maintenance analysis (MIL-1629a), and
localization of impacts (IEC-60812). These examples demonstrate
that research in this area is ongoing, however it appears that there
are no studies that examine the social implications of risk reduction
and error correction in FMECA. This gave us even more motivation
to pursue improved FMECA research in the railway industry and
incorporating social measures for error correction.

2.3 Training materials and the Persona-Roberta Model

The chosen models of error analysis (FMECA) and the developed
Persona–Roberta model make it clear that it is relevant and impor-
tant to seriously work on these levels in order to create meaningful
error correction measures, but also training and work documents for
the executing employees.

It is known from models of technology assessment that an aware-
ness of the possible consequences of a technical implementation,
but also of a human action, must be comprehensively created. These
models are complemented by technology acceptance approaches
that help to convey assessment processes or develop teaching tools
for the people concerned. Acceptance is the subject of numerous
scientific studies. One of the best-known models for explaining
acceptance is the Technology Acceptance Model (TAM) [18]. This
model describes the acceptance of new technology in IT. Technol-
ogy interacts strongly with the product, the application of knowl-
edge and with the development of a product. Both terms structure
technology developments and the access of people to these devel-
opments. This approach is the basis for the further development of
the Persona-Roberta model chosen in the research project, because
as the error analysis and the development of the error correction
measures (FMECA) show, in addition to technical knowledge, it
also - or above all - requires trust in the new technology.

Knowledge about acceptance requires knowledge about the at-
titudes of the counterpart and in order to make these visible, the
aforementioned model of Persona(s) was chosen. Interactions be-

tween people and technology (human-machine) require an exact
understanding of precisely these interactions. For this purpose, the
Persona(s) model can be extended to the Robertas, which makes
interfaces and interactions between these two systems visible. In the
present use case - in the case of self-propelled rail-bound vehicles
in connection with industrial production, this existing knowledge
of the employees must be recognised, used and further developed
in order to ensure safe - in the sense of error- and accident-free -
operations. In the research project, established models were further
developed and combined by the various disciplines represented in
order to find customised solutions. The combination of FMECA
theory, TAM-models and the Persona–Roberta model allowed the
derivation of proposals for the development of communication tools
and training materials for the staff concerned.

”In the future, there will be a co-existence between humans and
machines. ( ) The relationship (...) will therefore be crucial for the
experience” [19]. This pattern is also about trust in the machine
(sensors, camera, IoT, ...) , about knowing how it works and about
the impact of the interaction with his Persona as an expert for au-
tonomous railways. The development of the Persona(s) supported
the research process and made it possible to draw on the generated
ideas of possible expectations and fears. This is important, because
one result of fear could be errors or wrong reactions in the event of
a malfunction, which must be avoided. For this reason, the Persona
model was expanded and shows in detail the possible interactions
between human and machines. The development was based on the
Persona-Robona model in [20] and makes it possible to describe and
understand relationships between the systems that are responsible
for a smooth process. At the same time, required knowledge mod-
ules, expertise and communication requirements become visible,
which can subsequently be addressed through training measures
[20].

3 Results of Failure Mode Effects and Crit-
icality Analysis

In this section, the FMECA objects identified in the research project
[1] are presented and their respective RPNs and technical, as well
as socio-technical error corrective measures are displayed.

The research concentrated on auxiliary railway lines, while es-
pecially focusing on aspects of security and safety related to this
form of railway transportation. In this matter, the authors present
the autonomous railway vehicle as an exemplary extract from the
proposed autonomous railway system. Figure 1 shows the compo-
nents of the respective component of an autonomous railway vehicle.
For each component of the meta-model the conducted FMECA is
presented, including technological as well as socio-technical error
correction measures.

3.1 Camera

When it comes to retrieving information about surroundings, cam-
eras represent one of the most common technologies. They repre-
sent a component that is comparatively cheap but has a significant
impact on the perception of the surroundings. In this sense we
are not talking about a simple camera but a component capable of
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processing image data in order to detect and identify potential ob-
stacles such moving humans or static objects. In combination with
other components a camera can contribute to the decision making
within an automated vehicle and therefore, has a vital impact on the
safety[21].

Figure 1: Subcomponents of the autonomous railway vehicle as a component of the
meta-model

Figure 2: Camera object from FMECA

For a graphical depiction of the result of the FMECA for the
object camera see Figure 2. When we connect the camera compo-
nent to the FMECA, we identified the following possible errors: a
defect on the camera itself, an unclean lens or an error in the power
connection. The possible technical effects of the error defect on the
camera itself are, firstly, that obstacles are not recognized, secondly,
pictures are not displayed correctly, or lastly, that there are no ac-
tion possibilities in case of missing pictures. Possible reasons for
the above-mentioned errors are accidents caused by fallen objects,
deposits on the lens or damages on the power cables. Regarding the
estimation of the potential danger as well as possible measures for
error prevention, we evaluate the error possibilities with the metrics
occurrence (O), severity (S) and detection (D). For each of them we
developed a metric corresponding to the potential occurrences of er-
rors, as well as to the risk of severity and detection in several rounds
based on the respective expert knowledge of the entire project team.

The RPN determined was assigned to three categories with the help
of an ABC analysis. The first category is reserved for RPNs between
0 and 299, where the risk is assessed as low and will be accepted.
The second category is for RPNs between 300 and 749, where the
risk is assessed as medium and, thus, taking measures to omit the
failure mode is recommended. The third category is for RPN from
750 to the maximum possible RPN of 1000, the risk is assessed as
high and, thus, assessed that an action is necessary, since on this
level people could be in danger [1]. Doing this we receive the RPN
for each scenario. In the shown case of the camera, we receive the
RPN 240 for ”obstacles are not recognized” caused by a ”defect on
the camera itself”, the RPN 56 for ”pictures are not displayed cor-
rectly” caused by an ”unclean lens” and the RPN 180 for ”no action
possibilities in case of missing pictures” caused by an ”error in the
power connection”. For the high-risk areas identified in this way,
troubleshooting measures will be developed in a separate next step.
For all possible errors listed in the FMECA, measures have also
been taken to reduce the cause of errors within the system. These
measures are divided into technical and sociological measures [1].
For the technical corrective measure, we determine tasks to protect
the camera and/or lens to eliminate the possibility of a defect of the
camera or lens. To avoid the possible errors induced by unclean
lenses we can clean the lens and/or use self-cleaning lenses and/or a
built-in redundancy by using a second camera. To avoid an error in
the power connection we focus on the opportunities of alternative
ways and areas for the installation, as well as a safer installation of
the power chords and/or implementing a redundant power supply.
As socio-technical corrective measures we determine the following
actions to increase the safety level of the object camera. Continuous
interaction between Persona(s) and Roberta(s) to detect possible
defects on the camera and/or lens as soon as possible.

3.2 Real Time Kinematics Global Positioning System

Global Navigation Satellite Systems (GNSS) offer various ways
of positioning solutions. One of which is standalone Global Po-
sitioning System (GPS). It utilizes signals retrieved from a radio
link to calculate the current position [22]. However, standalone
GPS provides an accuracy of only 2-5 metres [23] and therefore
does not represent the up-to-date best solution when it comes to
automating vehicles. Consequently, other solutions to determine
the position more accurately were invented. With Differential GPS
(D-GPS) a more precise position can be calculated. By adding a
reference station whose position is known, an additional stationary
point can be added to the calculation [24]. Thus, the moving object
receives information from the satellites as well as the reference sta-
tion which enables a precision of 0.3-0.8 meters [23]. The currently
most advanced version of GNSS based position detection is Real
Time Kinematics (RTK). They are based on the same principles as
D-GPS but involve sophisticated computations and formulas during
the course of processing the data. With RTK accuracies of 1-5
centimetres can be achieved [23].

For a graphical depiction of the result of the FMECA for the ob-
ject Real Time Kinematics Global Positioning System see Figure 3.
When we connect the Real Time Kinematics RTK-GPS component
to the FMECA, we identified the following possible errors: a loss of
the power connection to the RTK-GPS and a loss of the possibility
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to connect to the reference station.

Figure 3: RTK object from FMECA

The possible technical effects of the error loss of the power
connection are, firstly, that the position of the autonomous vehicle
is unknown and, secondly, incorrectly displayed positions of the au-
tonomous vehicle. Possible reasons for the above-mentioned errors
are damages on the power cables and/or damages on the reference
station. Regarding the estimation of the potential danger as well as
possible measures for error prevention we evaluate the error possi-
bilities with the metrics occurrence (O), severity (S) and detection
(D). For each of them we developed a metric corresponding to the
potential occurrences of errors as well as to the risk of severity and
detection. Doing this we received the RPN 96 for damages on the
power cables and the RPN 144 for damages on the reference station.

3.3 Light Detection and Ranging Sensor

In the past Light Detection and Ranging (LiDAR) was utilized in
areas such as measuring ground topography, vegetation canopies or
predicting forest stand structures [25]. Nowadays the application
field of LiDAR has adapted towards automation and autonomous
vehicles. With LiDAR one can measure the distance to targets which
might be potential obstacles. This is done by directing a laser onto
surfaces within the environment and measure the time-of-flight, i.e.
the time needed for the reflected light to return to the light source
[26]. Moreover, the change in wavelength is considered. This
way, the environment can be scanned and a digital representation
of the surroundings is generated. Especially, when thinking about
autonomous systems such as robots, vehicles or railway vehicles it
becomes apparent that static information and manual measurements
are not sufficient, as an up-to-date representation of the current
surrounding of the automated entity is required. Therefore, LiDAR
takes care of remote sensing in terms of obstacle detection by scan-
ning the environment for autonomous vehicles and other objects
and plays an essential role in automatically navigating through a
given path.

Figure 4: LiDAR object from FMECA

For a graphical depiction of the result of the FMECA for the
object Light Detection and Ranging Sensor see Figure 4. When we
connect the Lidar Sensor to the FMECA, we identify the following
possible errors: obstacle is overlooked, broken sensor, lost power
connection to the LiDAR sensor, distance measurement does not
work, EMERGENCY STOP sensors trigger at the wrong time, al-
though there is no danger, EMERGENCY STOP sensors are not
triggered in the event of danger and positioning at the parking po-
sition, blast furnace or steel mill does not work at the wrong time.
The possible technical effects of these errors are: crash with ob-
stacle, Sensor values are not forwarded or forwarded incorrectly,
no response from LiDAR sensor, crash with obstacle, availability
is limited and ,thus, autonomous operation is difficult, danger to
persons and damage to property possible and end of journey unclear.
Regarding the estimation of the potential danger as well as possible
measures for error prevention we evaluate the error possibilities
with the metrics occurrence (O), severity (S) and detection (D). For
each of them we developed a metric corresponding to the potential
occurrences of errors as well as to the risk of severity and detection.
Doing this we received the RPNs from left to right RPN 160, RPN
294, RPN 48, RPN 252, RPN 96, RPN 810 and RPN 72. For the
technical corrective measures, we determine tasks to protect the
LiDAR Sensor. To avoid the ”possible error obstacle is overlooked”
we compare speed measurement using GPS data, plausibility checks
and comparison with other sensors to avoid broken sensors and a
safer installation of the power connections to avoid errors in the
power connection to the LiDAR Sensor. To avoid ”the possible error
distance measurement does not work” we install sensors alterna-
tively and/or install self-cleaning capabilities for the LiDAR unit
(e.g. ultrasound). To avoid ”EMERGENCY STOP sensors trigger
at the wrong time, although there is no danger” as well as ”EMER-
GENCY STOP sensors are not triggered in the event of danger”,
we use certified systems and/or carry out certification, redundancy
and avoid that ”positioning at the parking position, blast furnace
or steel mill does not work at the wrong time” we install two sep-
arate LiDAR sensors for important positions. As socio-technical
corrective measures we determine the following actions to increase
the safety level of the system Lidar Sensor. In case of ”obstacle is
overlooked” the Persona(s) must not intervene, in case of ”broken
sensor” limiting values should be set and training measure on this
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table / knowledge, in case of ”lost power connection to the LiDAR
Sensor” one has to check the cable sheathing for visible damage.
In case of ”distance measurement does not work” the sensors must
be cleaned at regular intervals. In case of ”EMERGENCY STOP
sensors trigger at the wrong time, although there is no danger”
and ”EMERGENCY STOP sensors are not triggered in the event
of danger” a measure is to train the operating people and in case
of ”positioning at the parking position, blast furnace or steel mill
does not work at the wrong time” regular test intervals should be
integrated.

3.4 Inertial Measurement Unit (IMU)

Inertial Measurement Units (IMU) are utilized in a variety of to-
day’s technical systems. Most commonly, IMUs are applied in the
automotive and aerospace sector. But even smartphones rely on the
technology to measure velocity, acceleration, rotation and gravita-
tional force [27]. An IMU relies mainly on two types of sensors.
An accelerometer capable of measuring the inertial acceleration
and a gyroscope aimed at detecting the angular rotation. Alongside
a given starting location e.g. retrieved via D-GPS or Real Time
Kinematics GPS an IMU can give information about a vehicle’s
position and even orientation. For this, linear and angular accelera-
tion measurements are used to improve the precision of the location
determination. Some newer IMUs even integrate a magnetometer
to further boost the gyroscope measurements [28] , [29]. Moreover,
IMUs in contrast to cameras, LiDARs or other sensing components
need no exposure to the outside and can be mounted at any part of
the vehicle and are not affected by outside conditions. [29]. Con-
sequently, they can aid in a precise localization of an autonomous
railway vehicle, especially in areas where other types of sensors
reach their limits e.g. in tunnels where the GPS signal is lost.

Figure 5: Inertial Measurement Unit object from FMECA

For a graphical depiction of the result of the FMECA for the ob-
ject Inertial Measurement Unit see Figure 5. When we connect the
Inertial Measurement Unit IMU to the FMECA, we identified the
following errors: ”broken sensor”, ”incorrectly proceeded input”,
”incorrectly proceeded output” and ”errors in the power connection”.
The possible technical effects of the error ”broken sensor” are that
values are not forwarded or forwarded incorrectly. The technical

effect of the error ”incorrectly proceeded input” is that the needed
precision is not given. The technical effect of the error ”incorrectly
proceeded output” is that wrong information is used for further ac-
tions and the technical effect for ”error in the power connection” is
that there is no action possible for the IMU. Possible reasons for the
above-mentioned errors are: incorrectly calibrated sensors, wrong
inputs, wrong outputs and damages on the power cable. Regarding
the estimation of the potential danger as well as possible measures
for error prevention we evaluate the error possibilities with the met-
rics occurrence (O), severity (S) and detection (D). For each of them
we developed a metric corresponding to the potential occurrences
of errors as well as to the risk of severity and detection. Doing
this we received the RPNs from left to right in Figure 5 RPN 72,
RPN 64, RPN 64 and RPN 48. As technical corrective measures we
determine tasks to protect the IMU to eliminate the possibility of
failure. In this case we determine the calibration of the monitors to
avoid broken sensors, test drives before first usage, to avoid incor-
rect inputs as well as incorrect outputs and alternative ways for the
installation, as well as a safer installation of the power connections.
As socio-technical corrective measures we determine the following
actions to increase the safety level of the system IMU. To avoid
errors in the calibration we define ”table of values for calibration
and develop training measure on this table/knowledge”. To avoid
incorrect inputs, we identified the measure ”define error table and
train the Persona(s)”. To avoid incorrect outputs, we set up error
correction measures using Robertas. At the Persona level we train
the knowledge of recognizing and adapting faulty programs and
to avoid errors in the power connection, we implement continuous
cable sheathing checking.

3.5 Inertial Sensor

For a graphical depiction of the result of the FMECA for the object
Inertial Sensor see Figure 6. When we connect the Inertial Sensor
to the FMECA, we identified the following possible errors: ”no data
output”, ”a broken sensor”, ”incorrect values”, ”errors in the power
connection”.

Figure 6: Inertial Sensor object from FMECA

The possible technical effects of the error ”no data output” is that
data won’t be forwarded. The technical effect of the error ”broken
sensor” is that values are not forwarded or forwarded incorrectly.
The technical effect of the error ”incorrect values” is that incorrect
values are passed on and the technical effect of an error in the power
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connection is that there is no response from the Inertial Sensor.
Possible reasons for the above-mentioned errors are damages in the
cables, broken sensors, incorrectly calibrated sensors, and damages
on the power cable. Regarding the estimation of the potential danger
as well as possible measures for error prevention we evaluate the
error possibilities with the metrics occurrence (O), severity (S) and
detection (D). For each of them we developed a metric correspond-
ing to the potential occurrences of errors as well as to the risk of
severity and detection. Doing this we received the RPNs from left
to right in Figure 6 RPN 48, RPN 72, RPN 120 and RPN 48. As
the technical corrective measure, we determine tasks to protect the
Inertial Sensor to eliminate the possibility of failure. In this case we
determine an alternative installation of the cables to avoid the error
of ”no data output”, plausibility checks and comparison with other
sensors to avoid ”broken sensor”. To avoid ”incorrect values”, we
implement regular intervals for calibration and to avoid errors in the
power connection we implement a safer installation of the power
connections. As socio-technical corrective measures we determine
the following actions to increase the safety level of the system Iner-
tial Sensor. To avoid errors in the power connection we implement
continuous cable sheathing checking. To avoid errors caused by a
broken sensor we set limits of values and develop training measures
on this table/knowledge. To avoid incorrect values, we define an
acceptable range of values and train the Persona(s). To avoid errors
in the power connection we implement trainings to identify and
know the exact locations of power cables and which measures must
be taken to start emergency power supply.

3.6 Gateway

A Gateway or network gateway is used to establish communication
between networks. It represents a hardware component capable
of addressing a host potentially unknown to the user and enables
the exchange of data with various other components. In our use
case, we require a gateway for the automated railway vehicle to
communicate with the infrastructure, provide information as well as
receive information in terms of controls and reactions. Gateways
find multiple applications in networking and in the area of IoT [30],
[31].

Figure 7: Gateway object from FMECA

For a graphical depiction of the result of the FMECA for the
object Gateway see Figure 7. When we connect the Gateway to the
FMECA, we identified the following possible errors: ”data will not
be transmitted”, ”distribution in the data transmission”, ”errors in

the power connection”. The possible technical effects of the error
”data will not be transmitted” are that movement commands are
not executed. The technical effects of a distribution in the data
transmission are that data records are not accepted and the technical
effect of an error in the power connection is that that there is no re-
sponse from the Gateway. Possible reasons for the above-mentioned
errors are interruptions in the data line, faulty data timestamps and
damages on the power cables. Regarding the estimation of the
potential danger as well as possible measures for error prevention
we evaluate the error possibilities with the metrics occurrence (O),
severity (S) and detection (D). For each of them we developed a
metric corresponding to the potential occurrences of errors as well
as to the risk of severity and detection. Doing this we received
the RPNs from left to right in Figure 7 of RPN 140, RPN 90 and
RPN 36. As the technical corrective measure, we determine tasks to
protect the Gateway to eliminate the possibility of failure. To avoid
the possible error that data will not be transmitted, we implement a
query to the ECU if data flow is available. To avoid a distribution in
the data transmission, we implement timestamp sanity checks and
to avoid errors in the power connection we implement continuous
cable sheathing checking. As socio-technical corrective measures
we determine the following actions to increase the safety level of
the system Gateway. To avoid errors that data will not be transmit-
ted we train the employees on how to recognize that data lines are
broken and require a response. To avoid a distribution in the data
transmission we implement alerts that show when timestamps are
incorrect and train the employees to pay attention to these alerts.
To avoid errors in the power connection, we implement continuous
cable sheathing checking.

3.7 Electronic Control Unit

For a graphical depiction of the result of the FMECA for the object
camera see Figure 8. When we connect the Electronic Control Unit
(ECU) to the FMECA, we identified as possible errors a mechanical
damage, a big in the control software, a software update error, and
errors in the power connection.

Figure 8: Electronic Control Unit object from FMECA

The possible technical effects of the error mechanical damage
are broken ECU. The technical effect of the error bug in the control
software is a crashed ECU. The technical effect of a software update
error is that the ECU cannot fulfil their control function and the
technical effect of an error in the power connection is that there is no
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response from the ECU. Possible reasons for the above-mentioned
errors are loosened solder joints, incorrect input validations, wrong
software updates and damages on the power cable. Regarding the
estimation of the potential danger as well as possible measures for
error prevention we evaluate the error possibilities with the metrics
occurrence (O), severity (S) and detection (D). For each of them
we developed a metric corresponding to the potential occurrences
of errors as well as to the risk of severity and detection. Doing
this we received the RPNs from left to right RPN 162, RPN 168,
RPN 252 and RPN 120. For the technical corrective measure, we
determine tasks to protect the ECU to eliminate the possibility of
failure. In this case we determine a safer installation for the ECU
and/or the usage of covers, defensive programming and intensive
testing, a functional check after software updates with the staggered-
update-system and a safer installation of the power connections.
As socio-technical corrective measures we determine the following
actions to increase the safety level of the system ECU. To avoid
errors in the calibration we define table of values for calibration
and develop training measures on this table/knowledge. To avoid
mechanical damages, we define scheduled controlling and train the
Persona(s). To avoid a crashed ECU, we implement trainings for
the software developers and integrate of acceptance procedures. To
avoid software update errors, we implement event-related controls
at the Persona level and to avoid errors in the power connection we
implement continuous cable sheathing checking.

3.8 Combining multiple sensor data for safety au-
tonomous driving

In the previous chapter multiple sensor types were pointed out. Cam-
eras, RTK GPS , LiDAR and IMUs were picked as an example to
clarify the need of different types of sensors for localization and
obstacle detection. Especially, in autonomous/automated (railway)
vehicles sensors represent a vital factor when it comes to perceiv-
ing surroundings and position detection. From a safety perspective
there must also be a redundancy within these components in case
of failure. The components must be either present multiple times
or another component can take over in terms of failure. However,
this also requires ways to identify failures, on the one hand, and to
be able to correct them, on the other hand. Therefore, data from
multiple sensors must be combined in order to enable thorough
decision making. This is also called sensor fusion [32]. With sensor
fusion data from multiple sensors can be analysed and incorporated.
In our case information is exchanged with the infrastructure over
a gateway. Thus, yielding additional data for the sensor fusion to
compute. Moreover, discrepancies between sensors can be identi-
fied and corrected. This way, information from contradicting data
sources can be identified and data from various sources enables
precise decision making.

4 Development of training materials

4.1 Persona-Roberta model

The interaction between humans and machines is illustrated by the
Persona-Roberta model in Figure 9). It shows, what interactions

there are between the systems that have to work together in auto-
mated operation and do flawlessly so as not to put anyone in danger.
On one side are Personas that act as a model and in the analysis of
the possible social factors that can act in the cooperation. These
include social categories that characterise a person, an employee,
such as his or her age and language, but also his or her professional
experience or position in the company. All these factors have an
influence on their actions and their understanding of the overall
system, but also on their willingness to learn and develop, which
is necessary as technical and organisational systems evolve. On
the other hand, the Roberta model helps to understand which dif-
ferent technical systems are used, which knowledge is required to
operate and understand them and which errors can also occur. This
knowledge about the technical processes and systems is necessary
to recognise errors and to prevent them before they cause damage.
In this field of the model, we have to link it with the FMECA to
find solutions for a safe operation at any time. These insights help
to connect the measures for error elimination with concrete human
knowledge and to take appropriate measures. Critical errors can
only be eliminated on a conditional technical basis with suggestions
in FMECA. This modelled mapping can be used for the develop-
ment of error correction measures related to the FMECA as well
as for the development of training measures. These should make
particular reference to the interfaces and interactions between these
systems and design training measures accordingly.

Figure 9: Persona-Roberta model

4.2 On-the-job training

Based the theoretical groundwork presented in Section 2 and expert
discussions with the industry partners, a training concept was de-
veloped that empowers people to gain confidence in the machine
and to make the right decisions based on their experience. For the
development of the first draft of the training concept, learning the-
ory principles and organisational learning as well as the generated
error correction measures from the FMECA were used. Thus, a
sound safety concept is a basis of the training concept that helps
to comply with safety standards. Furthermore, responsibilities are
clearly addressed to persons who bring in existing experience, but
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who can also be trained specifically for new requirements.
In order to be able to develop training measures as precisely as

possible, it needs:

• Document analysis of work instructions

• Overview of safety guidelines

• Analysis of current training folders

• Interviews or participatory observations

It is also clear that in system-theoretical adult education or
systemic-constructivist didactics, no lectures and conversions [33]
should happen, but to put self-direction and the learning of the indi-
vidual person as knowledge carrier in the centre. This is also about
the possibility of co-developing training measures [34].

It can also be recommended that training should include a mix
of formal and informal teaching steps and that ”learning on-the-job”
should be established. In any case, any documents produced should
be continuously revised in order to incorporate technical changes
/ further developments, but also to bring new teaching methods
and knowledge of the knowledge bearers into training documents.
Building on the knowledge management approach to learning or-
ganisations, the following initial concept of training or planned
documentation was developed. In [35], the author have bridged or-
ganisational development and organisational learning with the field
of enterprises as For-Profit-Organisations and their highly struc-
tured and determined process for learning environments. In [36],
the author calls for the necessity of addressing formal and informal
power as an aspect of advanced internal trainings, which also seems
relevant when addressing possible resistance to new technologies by
employees. In [37], the author points out that the organisational iden-
tity of an enterprise is also relevant – in our case a self-reference as
“innovative”, “participative”, “learning organisation” or “modern”.
Research in this area has shown that up to now, the full potential
of informal learning processes and tacit knowledge of employees,
as well as participative methods have not been tapped by internal
trainings.

Identify people who have knowledge and those who need to be
trained and create appropriate materials. These have the focus of
stimulating learning, learning to solve complex problems together
and presenting them through simple language and symbols. On-the-
job trainings for employees should be designed in a way that they
address their specific worries, needs, state of knowledge and enable
them to participate within the design process and to bring in their
ideas to reduce risk factors – including oral and written didactic
methods as well as thinking-out-loud processes to gain access to
implicit and tacit knowledge. Elderly workers or users are often
seen as digital migrants and a tackle for implementing new technolo-
gies. However, we call for applying ethnographical observations
of experienced operators to sustain and involve treasure trove of
their experience in the development of new technologies. Thus, a
modern understanding of innovation which allows modifications
during the process is vital. Technical methods like FMECA should
be combined with sociological methods like Design Thinking. For
the training settings, management tools are also presented to create
an understanding of plan-do-check-act [38].

4.3 Tools and settings for developing the trainings and
materials

How do people learn in organisations?
One important point is to use existing tacit knowledge of experi-

enced employees and to take it seriously. There are different tools
from knowledge management to capture this knowledge. Helpful
are: Expert discussions, how-to listens, but also concepts such as
micro-articles, which help to prepare knowledge clearly for other
people [39]. The selection of interviewees is based on the iden-
tified Persona(s) and the concrete contact persons derived from
them as well as the work areas identified in the FMECA. Narrative
interviews are conducted with these people to help capture their ex-
periences and knowledge of the processes and activities. In this way,
it becomes clear which activities and actions are currently being
carried out and what changes will occur as a result of automated
operation. After this acidity the development of basic materials and
trainings settings can start. This should be linked with the results of
the FMECA to include possible dangerous situations and solutions
to solve it.

In general it is important to define and communicate for update
intervals, responsible persons and admins, including an annual train-
ing plan. This plan must be communicated by the management and
the technical experts of the industry partner. All these steps must
be linked to the time requirements for updates and many more. In
the training documents, documents are continuously developed and
simple training settings are set.

The following framework conditions are planned in the research
project: The focus is on knowledge in the organisation and a transfer
of knowledge. Documents and a handbook will be developed for the
training courses with knowledge carriers, which can be continuously
developed and adapted to the current technical requirements. The
focus of the developed documents will be on using simple language
and clear symbols in order to be able to communicate the complex
process of self-driving operation to all persons equally. Furthermore,
it will be addressed that not all persons need to know everything,
but are comprehensively and well trained in their fields of work.

The following learning concepts are used for this purpose: Self-
directed learning [40], as this concept considers the individual’s own
learning speed and prior knowledge. Basic documents on paper but
also on videos are provided and simple tests to check knowledge. In
addition to self-directed learning, this teaching concept also allows
individual parts of the documents / videos to be easily expanded or
exchanged. “The benefits of self-directed learning can be described
in an effective manner in terms of the types of learners it develops.
The self-directed learners demonstrate a greater awareness in terms
of responsibilities.” [40] Beside the self-directed learning concept, a
peer-learning concept will be used. In the practice settings, learners
practice in tandems. In particular, documentation sheets are filled
in and reflected on as examples. Focus on the presentation and
explanation of all components and their connections, as well as the
possible errors. It is also planned to engage specially trained per-
sons (admins), which are responsible for an overview on the whole
content and new requirements. The goal of all measures is to train
responsibility through learning theoretical expansion! For this pur-
pose, a review and adaptation of all created documents is required
at least every 12 months when changing the sensor or increasing
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knowledge in real operation. Furthermore, it must also be a matter
of discussing planning with staff and checking for understanding.
This can happen with small online tests that the person has to do or
by independently handling a possible error correction action. This
can be documented by the training management with the help of an
internship or observation sheet and any retraining can be proposed.
In this way, the entire team can develop further.

For the development of initial materials and didactic concepts for
in-company training in relation to new work processes through auto-
mated rail-bound driving on the premises, the basic work was used in
order to make custom-fit proposals from a socio-scientific-technical
point of view. These are, as shown: FMECA - Persona-Roberta
model - Building blocks of knowledge management - Foundations
of organisational learning.

Figure 10: Combination of tools for training material development

As Figure 10 illustrates, there is no simple implementation guide,
but there are many tools and methods that can be used to ensure
smooth and flawless operation of autonomous rail-bound vehicles
in the industry. The tools shown can be used to further develop and
use them according to one’s own requirements. This is achieved
through the cooperation of different disciplines that contribute their
technical and social expertise.

These tools and methods were supplemented by the basics of
adult education and e-learning, since parts of the planned further ed-
ucation are to function online and with the concept of self-directed
learning in the future. All documents are to be developed and
reviewed in consultation with the Human Resources, Technical De-
velopment and Hazard Management departments. It will also be
clearly worked out who is responsible for the final design of all
documents and course units, who is responsible for the individual
training parts, who adapts and modernises them accordingly if some-
thing changes in the sequence of events. It can be assumed that
this technology will continue to develop and, therefore, documents,
as well as tools and concepts, must be constantly updated. These
aspects point to the future and also show the challenges of future
research work. It is clear that concepts of adult education and a
managing diversity concept [41] should be taken as a basis. People
with their knowledge and social characteristics are thus perceived in
their entirety as a relevant resource and integrated into knowledge
processes. This also closes the circle to knowledge management,
which had been used in the research project in particular to raise the
explicit knowledge of the employees. How do adults learn? There
is no one-size-fits-all answer, but there are frameworks that help
to design one’s own learning environment in order to be able to
communicate new technologies that bring about changes in work
processes. The needs of adults, which can motivate them to learn,
must be as precisely as possible and relate them to the respective
needs (qualification profiles, etc.) [42]

If we combine these starting points with the aspects of organi-
sational learning, managing diversity theory and knowledge man-
agement that have already been worked out, they provide sufficient
orientation for the selection of didactic methods and the targeted
preparation of content and learning materials. Once again, refer-
ence should be made to the diversity of learners in an industrial
company and to the requirements of clear languages, unambiguous
images and small snippets of information that will make it possible
to organise the interaction between man and machine with the most
well-founded knowledge possible in a safe and error-free manner.
A regular evaluation of the success of the training courses with
regard to possible incidents complements the overall approach of
integrating social and socio-scientific aspects into technical training.

5 Conclusion and further research

The proposed set of tools and models can contribute to more ap-
propriate training materials for humans interacting with machines,
in the area of autonomous railway vehicles. Especially, the ex-
tended FMECA participates and provides a holistic approach to
what a railway operating system should look like and shows which
requirements, influences and interfaces must be considered. Ad-
ditionally, it is an effective technique to spot security as well as
safety concerns at a point where planned systems and human actors
interact at the very beginning of the design process. However, the
descriptions of the subcomponents of the component autonomous
railway vehicle in section 3, indicates a strong relationship between
the technical and sociological error correction measures. Regarding
the estimation of the potential danger as well as possible measures
for error prevention we evaluated the error possibilities with the
metrics occurrence (O), severity (S) and detection (D). For each of
them, a metric was developed that is corresponding to the potential
occurrences of errors as well as to the risk of severity and detection
in several rounds based on the knowledge of the entire project team.
A multitude of tools and models are then implemented to identify
and develop adequate training materials. These are based on the-
oretical work in technical and social fields, the Persona-Roberta
model, as a model focusing on interaction between humans and ma-
chines, tacit knowledge and methods of knowledge management as
well as basics of organisational and life-long learning. We propose
that together these tools will help and enhance developing more
adequate training materials for the autonomous railway sector. In
a further step, these materials should then be generated based on
the proceedings that have been described and applied to a genuine
context of an autonomous railway system.

The novelty of the research and the article lies in the combination
of the different research methods and models, which complement
each other and combine technical and social issues. It is well known
from knowledge management and organizational development that
the introduction of new technical processes that bring innovation
to operations and processes requires knowledge about the people
who will be affected by them. Therefore, research questions such
as ”What makes an organizational culture that produces technical
and social innovations?” but also ”How does the use of the tacit
knowledge of the employees succeed?” For that the research team
used methods from organizational learning including aspects of
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safety and security and of knowledge management. To stick so-
cial and technical aspects together the method of “personas” from
design thinking processes was extended with the technical aspects
– “Roberta”. Furthermore, the model of [43] for organizational
learning was included.

In the research projects as well as in this article, it could be
shown that it is relevant and important to be aware of technical
expert knowledge. And besides there must also be knowledge about
social factors and social negotiation processes in an organisation,
which have an effect on the introduction and operation of new tech-
nical systems. It can be stated that interdisciplinary cooperation
can deepen the processing of the interaction between machines and
humans. The use and further development of known instruments
such as the FMECA and models such as the Persona-Roberta model
enables a structured derivation of possible training measures and
contents. The existing knowledge of (long-term) employees must be
used as a basis in order to be able to integrate informal experiential
knowledge specifically into the selection of the learning setting and
the preparation of the materials. Existing hazard plans in the organi-
sations and technical knowledge complement the development and
help to establish safe operations. In summary, it can be said that this
contribution shows where research and development must go in the
future, in order to further develop autonomous rail-bound driving
on company premises, both technically and socially. The presented
research results have already been implmented in teachings in a
variety of departments at the University of Applied Scienes Burgen-
land. And the research partners further suggest on implementing
the results in upcoming research projects in the field of autonomous
railway systems and others with focus on sustainable nationwide
mobilty. We further suggest that the implementation of social as-
pects can aid in developing such a system and support the further
mitigation of failures by applying and developing adequate training
materials.
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