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 The paper aims to describe a new technological and organizational approach in order to 
manage teleconsultation and telemonitoring processes involving a Physician, who remotely 
interacts with one or more Specialists, in order to evaluate and discuss the specific clinical 
conditions of a patient, based primarily on the sharing of digital clinical data, reports and 
diagnostic images. In the HINT project (Healthcare INtegration in Telemedicine), a 
teleconsultation and telemonitoring cloud platform has been developed using a Hub and 
Spoke architecture, based on a Business Process Management System (BPMS). The 
specialized clinical centres (Hubs) operate in connection with the territorial hospital centres 
(Spokes), which receive specific diagnostic consultations and telemonitoring data from the 
appropriate Specialist, supported by advanced AI systems. The developed platform 
overcomes the concepts of a traditional and fragmented teleconsultation and consequently 
the static organization of Hubs and Spokes, evolving towards an integrated clinical workflow 
management. The project platform adopts international healthcare standards, such as HL7 
FHIR, IHE (XDS and XDW) and DICOM for the acquisition and management of healthcare 
data and diagnostic images.  A Workflow Management System implemented in the platform 
allows to manage multiple and contemporaneous processes through a single platform, 
correctly associating the tasks to the Physicians responsible for their execution, monitoring 
the status of the health activities and managing possible clinical issues. 
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1. Introduction  

This paper is an extension of work originally presented in the 
10th International Conference on Information Systems and 
Technologies (ICIST 2020) entitled “HINT project: a BPM 
teleconsultation and telemonitoring platform” [1]. It is focused on 
the implementation of a telemedicine (teleconsultation and 
telemonitoring) platform, based on diagnostic imagines, which 
supports the Hub and Spoke clinical model.   

In particular, optimized teleconsultation processes, supported 
by proper technological infrastructures, allow: i) to share data and 
diagnostic images between several professionals; ii) to have the 

first or second opinion evaluations in a very short time; iii) to 
prevent the patient from moving between Physicians for 
consultations; iv) to provide precise evaluations and diagnoses to 
the patient by reducing waiting times. Moreover, telemonitoring 
allows to control the specific vital parameters of each patient and 
to manage alerts if necessary [2], [3].  

Over the years, many definitions of telemedicine have been 
given, based on the use of IT (Information and Telecommunication 
Systems) for remote clinical data exchange between the medical 
team (Physician, Nurses, Specialist) and patients, in order to 
provide the remote healthcare treatment. Some of these definitions 
are given below. 

The American Telemedicine Association gives a definition of 
telemedicine as “The use of medical information exchanged from 
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one site to another via electronic communications to improve a 
patient’s clinical health status” [4]. 

The World Health Organization (WHO) defines telemedicine 
as follows: “The delivery of healthcare services, where distance is 
a critical factor, by all healthcare professionals using information 
and communication technologies for the exchange of valid 
information for diagnosis, treatment and prevention of diseases 
and injuries, research and evaluation, and for the continuing 
education of healthcare providers, all in the interests of advancing 
the health of individuals and their communities” [5].  

The outcomes of telemedicine services can be: i) accessibility 
to healthcare in remote areas, allowing consistent and reliable 
communication; ii) fast, affordable, and reachable care; iii) h24 
diagnosis (also known as night-hawking); iv) efficiency in care 
delivery like telestroke scenario; v) cost and time optimization and 
saving; vi) better collaboration between Specialists [6].  

Telemedicine can also reduce the risk of hospitalization, thanks 
to its ability to decrease in-clinic visits, promoting remote services 
for patients [7]. Another important outcome can be a more 
effective patient engagement and evolvement, which could help 
users to be informed overtime about their care plan and become 
more aware of their health. Telemedicine can also represent an 
effective way to treat depression and other mental health 
conditions, helping patients with mental disorders unwilling to 
seek any treatment in normal circumstances, and making use of 
video or remote controls.  

Telemedicine services can be divided into synchronous and 
asynchronous services. In the former case, the service establishes 
an interaction and connection in real time (through audio or video-
conferencing technologies) between the parties requiring their 
presence at the same time; in the latter case, clinical and medical 
data are temporarily stored and later transmitted to the Physician 
or medical Specialist for an offline assessment. Synchronous 
telehealth models can help to provide timely care, especially for 
emergency care or urgent situations. On the other hand, 
asynchronous models are ideal for evidence-based and not 
emergency care [8].  

In healthcare, especially in telemedicine, some fundamental 
aspects concern the quality of data, clinical documents, diagnostic 
images and the modality to exchange. Physicians and healthcare 
professionals need to access and share all the patient’s information 
and clinical data, also deriving from telemonitoring activities, and 
it is, therefore, necessary the interconnection between different 
Information Systems and the consequent interoperability based on 
clear and possibly open rules and standards [9], [10]. 

Interconnected and interoperable systems are defined as 
integrated if, thanks to the use of standard languages, protocols and 
formats, they allow to define the methods of transmission and 
reception of data, as well as their representation (syntax) and their 
semantics [11].  

In the healthcare sector, there are several models and open 
standards for the information and clinical data management and 
exchange, among which, for the best of authors’ knowledge, the 
most widely used are IHE (Integrating the Healthcare Enterprise), 
DICOM (Digital Imaging and Communications in Medicine) and 
HL7 (Health Level Seven) for the diagnostic images sharing [12]. 

 These standards are used in order to have an effective 
interoperability between the Health Information Systems 
(HIS)such as hospital RIS (Radiology Information System), PACS 

(Picture Archiving and Communication System) and booking 
centers (e.g., the Italian CUP) [13]. 

Alongside the standards and new healthcare information 
technologies mentioned above, it is important to define and 
optimize clinical processes through the use of management 
approaches such as the BPM (Business Process Management), 
which allows to model, define, organize, execute and monitor the 
clinical activities of interest.  

In this paper, after an initial overview of the motivation behind 
this work, section two provides a narrative literature review about 
telemonitoring and teleconsultation applications. The third section 
describes the HINT project, that has developed a cloud platform 
based on a Hub and Spoke architecture where telemedicine 
processes are managed by a BPM workflow system. The fourth 
section illustrates these processes modelled through the BPMN 
notation, with a detailed analysis of the following scenarios: 
Neuro-Radiological Teleconsultation, Dermatological 
Teleconsultation and Obstructive Sleep Apnoea Syndrome 
Telemonitoring. Finally, discussion and conclusions close the 
paper. 

1.1 Motivation  

Different telemedicine projects propose generic solutions with 
static Hub and Spoke architecture [14], [15], in which the 
teleconsultation and the exchange of clinical data and information 
take place through traditional clinical assessment, in absence of a 
single management platform and digitalized telemedicine 
pathways for the real time sharing of reports, diagnostic images 
and documents. To overcome a typical static organization, the 
HINT project envisages the use of a workflow engine for the 
complete routing and management of the consultation request and 
parameter monitoring to the appropriate and available Hub.  

Moreover, the Hub Specialist can be helped in his/her clinic 
evaluation by Decision Support Systems (DSSs) based on Deep 
Learning, which can analyse and classify dermatological images 
and to manage out-of-threshold values with alerts. Specifically, the 
project proposal is an advanced teleconsultation and 
telemonitoring system, in which Physicians can: i) receive 
technological support through DSSs; ii) are aware of the consulting 
request status in every moment and iii) provide detailed clinical 
information to make assessments and final diagnoses. The HINT 
Hub and Spoke system allows the identification of the most 
appropriate available Specialist for the dermatological case to be 
treated, who responds on a single, integrated platform with his/her 
second opinion evaluations. It is particularly valuable in all the 
cases requiring high healthcare specializations, especially in 
remote areas where they are not immediately available.   

Furthermore, the HINT platform wants to guarantee timely and 
constant monitoring of specific vital parameters in the treatment of 
sleep apnoea through UWB devices.  It is supported by the 
implementation of a Workflow Management System for 
healthcare process digitalization through the application of the IHE 
standard (XDW) for the definition and traceability of all the steps, 
actors and documents produced in the clinical care processes.  

2. Literature review 

In this section, a literature study is carried out to analyse the 
different telemedicine services implemented in the HINT system, 
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which are teleradiology, teleconsultation and telemonitoring. A 
review on information systems and standards is also provided. 

Teleradiology is implemented in different countries in order to 
face the following  issues [1], [16]: 

1. out-of-hour coverage by means of intramural services 
(at-home control); 

2. out-of-hour coverage by means of extramural services; 
3. rural or regional hospital coverage; 
4. Specialist’s second opinion. 

In [16], the authors summarize some of the key aspects in 
image acquisition, transmission, and interpretation, with a 
discussion of the clinical practice of teleradiology. 

A survey [17] states that 44% of the European radiologists use 
at-home control instead of call referral. In many cases this 
procedure is not based on a structured Hub and Spoke architecture, 
but only on the diagnostic image transmission to the Radiologist 
who sends the referral to the Physician by email or phone (79% of 
the cases).  

It is also important to mention the Kaiser Permanente hospital 
[18] where, during the out-of-hours, there are only 2 radiologists 
sending medical reports for 11 different image acquisition sites, 
instead of having a specific Radiologist, called when needed, in 
each hospital. 

In the U.S., it is estimated that over than 50% of the hospitals 
use out-of-hours reporting or night-hawking [19]. It is possible to 
gain an advantage from the different time zones by using 
extramural services. For example, in [20] radiologists from Sydney 
are called by a Swedish hospital for emergency; while in [21] an 
American hospital requests a consultation to radiologists located 
in India. Moreover, in [22] the authors report that radiology delays 
are shorter when teleradiology is used [1]. 

In [23], the authors delineate the main reasons for the medical 
imaging demand growing in Europe and U.S., explaining why 
teleradiology is critical to support this development in Europe. In 
particular, the paper presents three different teleradiology case 
studies regarding successful data sharing and innovative workflow 
models through single imaging implementations.  

Furthermore, radiology is becoming increasingly specialised in 
recent years. The studies [24], [25] illustrate the improvement 
associated with producing a subspecialist report compared to a 
general one. In this context, teleradiology can be used to gain 
access to radiologists who are well trained in a particular field.  
Regarding this aspect, [26] underlines that teleradiology is an 
important component in radiology field for many aspects, one of 
which is the possibility to facilitate seeking a second opinion from 
an expert,  improving in this way the efficiency and effectiveness 
of healthcare system. In particular, the paper presents a model 
based on second opinion teleradiology consultation service, which 
involves an Israel health insurance company and a premier medical 
center in San Francisco, showing in detail the operational 
procedure of this second opinion service [26]. 

In [27], the authors state that fast wireless network and mobile 
technologies allow to evaluate diagnostic images with a 
comparable accuracy to PACS workstations. In [28], the authors 
design and develop an economic web based platform for the 
diagnostic images referral by means of IT technologies. For more 
details about this approach, [29] gives a complete historical 
overview of the applications in the teleradiology sector [1].  

Moreover, the tele-imaging application represents a significant 
chance for the future and it is a central practice for telemedicine. 
In particular, it includes the transmission of medical digital images 
and has an important role in all fields of telemedicine, such as 
expertise, consultation, teaching and research activities [30].  

Another field of tele-imaging concerns teleconsultation, whose 
overall goal is to overlook geographical and functional distance 
between two or more geographically separated healthcare 
providers, using information and communication technology [31]. 
Surgery and general medicine are among the most common topics 
in adult teleconsultations. In particular, surgery teleconsultations 
are generally performed by sending radiology images 
(teleradiology), clinical pictures or videos, in order to reduce 
unnecessary patient transfers or travels with related costs, and also 
to support prompt decision making with high diagnostic accuracy, 
improving the future of the healthcare delivery [31].  

In this context, teleconsultation is increasingly becoming an 
integral part of the hospital procedures. A European survey [14] 
estimates that 65% of all radiologists currently use teleradiology 
for the  images sharing within the organisation and for on-call 
readings from home [32].  

Moreover, some hospitals, especially in the United States, use 
teleconsultation to manage out-of-hour reporting by adopting a 
complete Hub and Spoke architecture. The architecture involves 
configurations which are centers of excellence opened 24 hours a 
day, providing highly complex diagnostic-therapeutic services 
(Hubs), and other configurations which aim to create a territorial 
network of services for the management of patients once overcome 
a certain clinical severity threshold (Spoke) [1], [33]. 

Additionally, teleconsultation is also applied in emergency or 
urgent situations, for example during pre-hospital critical care 
situations [34] or for emergency orthopaedic patients by mobile 
phone messages [35] or even for ophthalmic emergency 
consultation, through the use of a smartphone App or PC and a 
webcam [36]. 

There are also many studies about telemonitoring application; 
in particular, an analysis presented in [37] and conducted on 65 
studies in the field of telemonitoring for cardiovascular, 
pulmonary, hypertension and diabetes  diseases, describes the 
maturity and reliability of remote monitoring technologies [1]. 
Telemonitoring has also demonstrated the ability to identify 
changes in the condition of chronic patients at an early stage of 
their disease, obtaining fast intervention and avoiding 
complications [31]. An example is reported in [38], which refers 
to diabetic patients affected by a reduction in haemoglobin A1c 
and a significant blood glucose increase. For patients affected by 
hypertension, [39] reports how to respond through telemonitoring 
to a systolic and diastolic blood pressure reduction. In [40], [41], 
the authors report a high level of satisfaction of telemonitoring 
processes and [42], [43] emphasize the positive contribution given 
by telemonitoring to the decrease of hospital admissions for heart 
and pulmonary diseases. 

Through telemonitoring it is also possible to analyse the 
Continuous Positive Airway Pressure (CPAP) in patients with 
Obstructive Sleep Apnoea (OSA) [44]. In particular, a study [45] 
based on [46], [47], shows that CPAP compliance is significantly 
higher in the Telemonitor (TM) care group compared with the 
usual care group, thanks to current technological advances and to 
the use of innovative medical devices which allow patients to 
control some vital parameters at home. 
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Telemonitoring is also applicable in the cardiology sector, for 
example through the development of a phone-based and rule-based 
expert system for heart failure telemonitoring, designed to provide 
remote clinical support for patients with cardiological problems 
[48], [49]. Another important field of application of telemonitoring 
concerns the control of elderly people [1], [50]. 

A complete review of telemedicine, is proposed into [51], 
which contains detailed information about: telecardiology, 
telestroke, teleradiology, teleoncology, teledermatology, 
telepathology and telemonitoring.  

2.1. Health information systems and standards 

An Information System (IS) can be defined as a technical and 
organizational system designed to collect, process, store, and 
exchange information and data [52]. 

In healthcare organizations (i.e. hospitals, radiology 
departments), IS manages all clinical data, diagnostic images, and 
reports. HIS (Hospital Information System), RIS (Radiology 
Information System), PACS (Picture Archiving and 
Communication System) are some of the most important clinical 
Information Systems applied in healthcare organizations [53], 
[54]: 

• HIS: system based on IT used in healthcare to manage 
the administrative and clinical flows of a hospital; 

• RIS: system used to manage the radiology data flow, 
with the purpose to collect, manage and display data and 
information produced in the Radiology Department; 

• PACS: system used for archiving images acquired from 
modalities applications, managing worklists, and 
accessing images from reporting stations (workstations) 
[55].  

The RIS is a HIS subsystem, while the PACS, an independent 
system integrated with the others, deals with the diagnostic images 
management.  

The integration among the different systems and, in particular, 
between the RIS and the PACS within Radiology Department 
should lead to: i) use a single medical registry; ii) have a 
simultaneous display of images and reports; iii) facilitate the 
automatic distribution of images through departments [56]. 

Generally, every healthcare organization has a PACS which 
manages the various modes of digital image acquisition. A 
structured PACS comprises an image acquisition system and a 
secure network connecting radiology workstations (on-site or off-
site) with a centralized archive [1]. The DICOM standard is used 
in order to simplify the interoperability of different devices in 
acquisition, transmission and saving of images.  

Digital Imaging and Communications in Medicine (DICOM) 
was developed by the American College of Radiology and the 
National Electrical Manufacturers’ Association [57], in order to 
use fully digital images with high resolution instead of physical X-
ray films [58]. 

DICOM is an international standard for all clinical images and 
relevant metadata and concerns the handling, storing, printing and 
transmitting phases [59], [60]. This standard allows to manage 

 
1 Intervention co-financed under the POR Puglia FESR-ESF 2014-2020 - 
Priority axis 1 - Research, technological development, innovation - Innonetwork 
Call 

different types of medical images with other data such as: patient 
name, reference number, study number, dates and reports [61].   

The DICOM standard is widely adopted in radiology, 
cardiology and radiotherapy imaging, and it is progressively 
expanding in other medicinal areas, like ophthalmology and 
dentistry [62].  

Health Level Seven (HL7) is another important standard which 
allows the standardisation of the exchange of electronic health 
information. It is focused on data communication and not on data 
storage and presents the following versions: HL7 v2, HL7 v3 and 
the most recent FHIR (Fast Healthcare Interoperability Resources) 
which uses real-time RESTful interfaces [1]. In particular, HL7 v2 
is chosen from local hospital for the exchange of healthcare 
information, including electronic medical record information [63]. 
HL7 v3 is designed to be the successor to v2 and overcomes the 
v2’s shortcomings. Finally, FHIR combines the features of HL7 v2 
and v3 with the modern web technologies such as the REST 
architecture, in order to facilitate its implementation [63], [64]. In 
particular, differently from v2, FHIR is not based on the exchange 
of messages when certain events occur but on the availability of 
data and information exposed through a server, defining in this 
way the Resources (patient, encounter, condition, observation, 
procedures, care plan, goal and appointment), which are organized 
into modules, each representing a different functional area.  

Modules are structured in 3 groups and 5 levels: infrastructure 
(levels 1 and 2), content (levels 3 and 4) and reasoning (level 5) 
[65]. 

In order to support the adoption of international standards such 
as DICOM or HL7, a consortium of professionals and industries 
named Integrating the Healthcare Enterprise (IHE) has been 
defined. IHE preserves a list of domains such as cardiology, 
radiology, pharmacy, IT system and patient care. In this context, it 
is important to mention the Cross Enterprise Basic eReferral 
Workflow Definition Profile (XBER-WD), which defines and 
standardises the workflow related to an eReferral Document, the 
actors involved and the digital documents related with the process 
[66]. XBER-WD is a standard based on a document type called 
Cross-Enterprise Document Workflow (XDW), in which the tasks 
completed in the workflow, the inputs and the outputs are stored 
[1].  

The XDW standard supports participants in a complex 
environment to track and manage tasks related to clinical 
workflows, providing a common interoperability infrastructure to 
support them. All the documents can be exchanged between 
organisations through Cross-Enterprise Document Sharing (XDS) 
repositories, which facilitate the registration, sharing and storage 
across health enterprises of the patient electronic health records, in 
order to associate documents containing medical data to a specific 
workflow [67], [68].  

3. HINT project  

The HINT (Healthcare INtegration in Telemedicine)1 project 
aims to implement a clinical support network both in cases 
requiring high specialization and to cover areas without specific 
expertise. The project develops a platform for the management of 
cases requiring access to diagnostic images, with the possibility of 
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applying specific medical expertise even when no one is physically 
present where the images are produced. Specifically, the project 
envisages the realization of technological solutions aimed at 
optimizing the communication between the multi-disciplinary 
teams involved in a clinical case. Research activities also focus on 
defining tools which improve clinical data collection and 
healthcare information management, as well as on the clinical 
workflow efficiency, supporting the Physician in the decision-
making process. HINT aims to realise a multi-target approach by 
integrating Physician support with the suggestion of diagnostic 
pathways, relying on a computational architecture capable of 
managing large data sets and algorithms for process mining and 
deep learning [1].  

The research topics addressed by the project concern 
innovation in the area of: 

• Cloud architectures in the clinical health field; 
• Clinical Decision Support Systems and Computer Aided 

Diagnosis systems; 
• Deep Learning models and algorithms; 
• Integration and management standards for clinical 

processes; 
• Secure data storage.  

3.1 The BPM approach and lifecycle applied to the project 

Looking at the approaches used in recent years, it is possible to 
note that there have been health and telemedicine projects which 
have used Workflow Management Systems based on the Business 
Process Management (BPM) approach and on the Business 
Process Model and Notation (BPMN) [69]. The BPM and BPMN 
tools allow to optimize clinical processes, tracking the key health 
parameters of an individual patient, organizing and monitoring all 
the healthcare activities, in order to support health organizations 
[70], [71]. 

The business processes are intended as “logically related tasks 
performed to achieve a defined business outcome” [72]. The BPM 
approach embodies methods and technologies which enable 
organizations to analyse, manage and optimize business processes  
[1], [73]. 

In [74], the authors analyse three BPM lifecycle proposals: the 
BPM lifecycle defined by Van der Aalst, the BPM lifecycle 
proposed by Netjes, and the BPM lifecycle proposed by Weske.  

The first author  proposes the BPM lifecycle with four steps: i) 
process design; ii) system configuration; iii) process enactment; iv) 
diagnosis phase, concerning processes’ monitoring and analysis 
[75]. 

The second approach  includes five steps: i) design; ii) 
configuration; iii) execution; iv) control; v) diagnosis, which 
provides information in order to identify opportunities for 
improvement, workflow bottlenecks and any other critical points 
[76].  

The last approach presents a cycle consisting of the following 
four steps: i) design and analysis; ii) configuration; iii) enactment; 
iv) evaluation of the business processes’ performance [77]. 

Taking the cue from the models proposed, the lifecycle of the 
health processes managed in the project (starting from modelling 
to optimization) are described and shown in the following revised 
phases and in Figure 1 [1], [78]:  

1. Process analysis and modelling; 

2. Process implementation; 
3. Process execution; 
4. Process monitoring. 

 In the analysis phase, a business problem is highlighted and 
studied, in order to identify and analyse the related processes. The 
outcome of the process analysis is a new or updated process model 
which makes available a complete overview of the organization 
processes. In the modelling step, the current state of processes and 
the related activities are designed and modelled using tools and 
notations as BPMN, DMN (Decision Model and Notation), 
CMMN (Case Management Model and Notation) [1].  

Then, in the implementation phase, the changes required to 
shift from the As-Is process to the To-Be process are defined and 
performed [63]. In particular, this phase involves two different 
aspects: the organizational change management and the process 
automation. Once the process has been mapped and illustrated, 
during the execution phase, it is run and tested, allowing its 
adaptation to the users’ needs. Then, a series of logs and 
measurements are collected and used in the monitoring phase, in 
order to analyse the process performance through specific Key 
Performance Indicators (KPI) and targets [1]. The notations 
mentioned above can be used for the process modelling: BPMN, 
CMMN and DMN, which can support the clinical process 
management. 

  In particular, an application example can be seen in [79], 
which recreates a guideline for stable ischemic heart disease, and 
considers the advantages and limitations of representing clinical 
pathways with these three notations. Moreover, [80] presents a 
clinical pathway for living donor liver transplantation using a 
combined approach which involves the event processing (BPMN) 
and the case management (CMMN) [81]. Another applicative case 
is presented in [82], which reports a study in healthcare sector, 
using DMN and BPMN approaches in an integrated manner, 
analysing a pediatric surgery process in a mid-size hospital. 
Finally, [83] combines the BPMN and DMN notations for 
modelling care pathways in a standardised manner. 

As previously analysed, the BPM proved its usefulness to 
improve the design and therefore the telemedicine processes’ 
implementation. Indeed, there are some cases of the BPM 
application in the field of telemedicine projects, regarding, for 
example, de-hospitalization services with focus on e-Health 

Figure 1: BPM lifecycle phases in HINT project 
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solutions [84], or related to chronic pathologies such as Chronic 
Obstructive Pulmonary Disease (COPD) with a patient-centered 
approach based on telemedicine devices [85]. There is also a study 
concerning the use of the BPM methodology in healthcare with 
reference to the end-user interaction with EHR interface [86], as 
well as a study involving patients with hypertension whose 
healthcare processes are modelled using the BPM paradigm in 
order to identify weaknesses and mitigate them, for a better patient 
empowerment [87]. These studies underline that BPM applied to 
telemedicine is an efficient approach which can improve the 
management of the all-internal processes, the work of healthcare 
operators, with a positive impact on the quality of care and life of 
the patients. 

In fact, in recent years, different clinical organisations have 
applied a BPM-based technology approach in order to improve the 
process management in healthcare sector.  

 In this way the quality and efficiency of processes can be 
increased, ensuring a better and continuous relationship with the 
patient. The use of BPM can also support medical practices by 
monitoring care processes, managing and analysing the clinical 
workflow and specific activities. A structured knowledge of the 
business context could be useful for the analyst in these activities 
[88], [89].  

Table 1 summarizes and describes the BPM lifecycle phases in 
telemedicine processes, outlines the possible actors involved 
(Physicians, Specialists, Developers, Analysts) and identifies the 
clinical profiles, the standards (i.e. HL7, IHE, DICOM) and 
notations for process modelling and rule management [1]. 

 

 

 

 

 

 

3.2 HINT architecture 

The HINT project intends to develop a cloud platform with 
Hub and Spoke architecture for telemedicine based on imaging, 
which, by using international standards (DICOM, HL7, IHE), 
allows the integration of processes, health data and diagnostic 
images [1].  

The cloud platform developed includes components which 
support Physicians and healthcare workers in the clinical cases 
management, enabling them to authenticate and authorise users, to 
manage roles, to search and consult the patient list, to manage 
examinations, to consult documents in the patient medical record, 
to open a clinical case, to record data in the required formats and 
to initiate and manage predefined diagnosis and treatment paths 
through the Workflow Manager functions whose interrelations 
will be highlighted later.  

The core components developed, and described below, are: 
Portal, Hub and Spoke applications to manage Telemedicine 
services, DSS (Decision Support System), Workflow Management 
System, ESB (Enterprise Service Bus), VA (Virtual Archive) 
(Figure 2). 

These components ensure [1]: 
• user access to the different applications;  
• the availability of basic record management services; 
• access to integration services, allowing messages to be 

converted into the standard formats used in the health 
field;  

• access to the necessary terminology management 
services; 

• standard access to document archiving services.  

 BMP Lifecycle  Description Actors Standards 
1. Business process analysis 
and modelling 

The phase involves the 
identification and study of 
the relevant business 
processes and the As-Is 
process definition 

Business/Process Analyst 
Clinical domain experts 
(General Practitioner, 
Specialist, Healthcare 
Manager) 

BPMN 
CMMN 
DMN 

2. Business process 
implementation 

The phase involves changes 
preparation needed to move 
from the As-Is process to 
the To-Be process in terms 
of process automation and 
management 

Software Developer 
Process Developer  
 

CDA 
HL7 
DICOM 
XBER-WD (IHE) 
XDS (IHE) 
DSUB (IHE)  

3. Business process 
execution 

The phase involves To-Be 
process running and testing, 
with measurements and 
logs collection needed in 
the monitoring phase 

Physician and Specialist 
Users 
RIS/PACS systems 
DSS 
UWB devices 

DICOM 
XDW (IHE) 
FHIR 

4. Business process 
monitoring 

The phase involves the 
collection of relevant data 
in order to define the 
process performance in 
relation to its KPIs 

Clinical Data Analyst 
Clinical Risk Manager 
 

XDW (IHE) 
AUDIT LOG 

Table 1 – BPM lifecycle phases, with related actors and clinical standards applied in the HINT project 
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Portal  

The HINT Portal provides the general services of the platform. 
It consists of a web interface hosting all the user applications (Web 
Container), such as the Patient Folder, the agenda management, the 
visit management, etc. and allows access to  the specific 
applications for Hub and Spoke telemedicine processes described 
in the scenarios. 
The Portal allows basic consultation to the patient medical record, 
in which it is possible to examine the patient's documents, the 
active pathways and the visit management through acceptance 
and discharge procedures.  
The Portal offers a layer of back-end services to the other 
applications of the platform and has a local archiving component.  
This layer mainly offers: 

• Single Sign-On services (SSO); 
• services for the univocal patient data management 

(Master Patient Index) and for the patients’ 
identification; 

• EHR services. 

Spoke 

The Spoke represents a set of platform applications which 
enable the implementation of specific functionalities of a particular 
clinical-health task. Basically, a Spoke application identifies, for a 
requesting structure, the hardware and software equipment used to 
digitally record and archive the patient's physiological data, 
documents and clinical studies, i.e. to make use of that set of 
information to perform the task and obtain a diagnosis. For HINT, 
Spoke functionality also includes the generation of requests for 
examinations and consultations (Neuro-Radiological and 
Dermatological teleconsultation). 
The Spoke hardware and software equipment can be represented 
by a specific software application and by the following devices: 
medical devices (including UWB devices - Ultra Wide Band), 
diagnostic apparatus, RIS/PACS system. 

Hub 

The Hub represents a set of applications of the platform which 
allows to receive the notification and proceed to the completion of 
a particular clinical-health task. Basically, a Hub application 
identifies, for the supplying structure, the system used to consult 
data, documents and images and to record the diagnosis in a 
medical report. The Hub may be the display component of a 
teleconsultation, telemonitoring or teleassistance system, or even a 
RIS/PACS system. 

ESB 

The integration services of the HINT platform enable 
communication between the different components by sorting and 
transforming messages into formats supported by the final 
components. 
The Enterprise Service Bus (ESB) component implements 
services dealing with the exchange of information between the 
front-end of the Portal together with the user applications 
(including Hub and Spoke) and the back-end components of the 
platform.  
These services implement, when required, the transformation of 
the messages sent by the clients in JSON (XML format) for data 
and documents, and in JPEG format, for images, into the health 
standard formats (HL7, CDA, DICOM). 

DSS 

The Decision Support System (DSS) component allows the 
following activities: feature extraction; image classification and 
diagnostic support by means of a neural network (iDSS); 
diagnostic logs analysis for the identification of the diagnostic 
process patterns (pDSS); control of physiological data and alerts 
reporting (xDSS) [1]. 

Workflow Management System 

The Workflow Management System is responsible for 
managing the execution of clinical processes modelled in BPMN, 
which comply with the specifications of the workflow definition 
profile standard defined by XBER-WD and for the storage of 
workflow documents in the XDS. 
The Workflow Management System consists of these sub-systems: 

• Workflow Engine and related services; 
• Workflow Document Management and storage system. 

The Workflow Engine manages the execution of processes and 
controls activities involving actors and applications. It receives 
communications which allow tasks to be updated through services 
compliant with the FHIR standard. Moreover, it manages the 
assignment of tasks, the progress of processes and the 
notifications to external components. 

Virtual Archive 

The Virtual Archive implements repository services for 
archiving clinical-health data, documents and images. The VA 
defines a unique interface layer for the portal and identifies the 
applications which need to archive data and documents generated 
during the execution of the processes supported by the platform. 

 

 

Figure 2 – HINT project architecture components 
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4. HINT telemedicine processes 

4.1 Neuro-Radiological Teleconsultation  

This process describes the remote consulting activity between 
Physicians (Requesting Physicians and Clinical Specialists) who, 
being in two different places, can communicate with each other via 
ICT systems. In the specific case, the specialized organization 
(Hub), where the Clinical Specialist provides health services, 
gives, when required, medical consultations to the local 
organization (Spoke), which has available clinicians providing 
only some basic health services. 

The principal activity regards the evaluation of the patient’s 
condition for first or second opinion by a Clinical Specialist, based 
on shared diagnostic images and clinical reports.   
The entire process can be divided into the following phases [1]: 

• Creation of a Referral Request; 
• Consultation Scheduling; 
• Clinical data control and evaluation by the Clinical 

Specialist (creation of report). 

The HINT portal can manage the initial step concerning the 
admission of the patient to the clinical organization, the acquisition 
of the exam reports (MRI, PET, CT, diagnostic tests) carried out 
and the subsequent neurological evaluation during the first control 
visit. If the Requesting Physician of the Spoke Organization needs 
to perform a neuroradiology consultation by contacting the Hub 
Clinical Specialist, he/she can use the HINT system based on a 
workflow engine to create a Teleconsultation Referral Request. 
The Requesting Physician enters all the data regarding the 
teleconsulting request in the first free Hub.  

The data to be entered in order to define the Request are: the 
patient’s personal data, request type (e.g., first neuro-radiological 
control, diagnostic valuation for second opinion), clinical history 
(e.g. trauma, potential stroke, dementia), urgency level, the list of 
past clinical exams (reports and digital images). 

The Scheduling task creates a list of Hub structures (and related 
Clinical Specialists) which can take charge of the teleconsultation 
execution. The Requesting Physician can then select one of them 
from the list. A decision table based on specific rules (for example 
Physician specialization, his/her time-sheet and available days and 
times, intervention mode type) will create the list of potential Hub 
organizations which can take responsibility for the clinical 
services. The request is repeated until the referral has been 
assigned and executed by the available Hub. 

When the Hub organization takes charge of the teleconsultation 
request, the Clinical Specialist performs the consultation and sends 
the file reference containing the diagnosis and the related report. If 
the Hub does not take charge of the request within a predefined 
time interval based on the case urgency, it is sent to another 
organization. The Clinical Specialist can acquire and display all 
the patient’s data and information regarding his/her clinical case.  

After a thorough study of the specific case, the Clinical 
Specialist provides his/her consultation by first or second opinion. 
The Spoke application which has started the process receives a 
notification of final diagnosis, so the related Requesting Physician 
can analyse the consultation report provided by the colleague [1]. 
The BPMN model of the teleconsultation process, realised with the 

open-source Signavio software, is represented in Figure 3 and 
Figure 4, the latter represents the related sub-process. 

4.2 Dermatological Teleconsultation  

The periodic check of the moles is fundamental for prevention 
and early detection of the presence of any skin cancers or 
melanomas, and it can improve significantly the chances of cure. 
In fact, early diagnosis is an important factor to treat this type of 
skin pathologies in time. 

Another teleconsultation process analysed and implemented in 
the project, regards specifically the melanoma pathologies, which 
is similar to the one described for the neuro-Radiological 
teleconsultation. In fact, the process steps are based on these 
phases: Dermatological image acquisition, Request for 
teleconsultation referral and its Scheduling, in order to find a 
specific Dermatology Clinical Specialist and the clinical 
evaluation through artificial neural network with the final report.  
In this process, the platform must acquire the patient’s data in 
order to perform analyses through a neural network and to provide 
predictions referring to the type of skin lesions and related 
statistics. 

Unlike the previous scenario, a DSS is used by the 
Dermatology Clinical Specialist to support the evaluation of the 
clinical situation. It is focused on the analysis of images 
assimilated in previous diagnostic cases of melanoma. The 
imaging DSS (iDSS) is based on specific images fingerprint 
extraction (features) and it permits a diagnostic image 
classification through the neural network [1]. 

The application can acquire all biometrics data (phenotype, 
ethnicity), personal data (region and province of residence, age, 
sex) and dermoscopic images (png, jpeg, jpg or DICOM) of a 
patient. In this way, it is possible to carry out analyses based on 
these data through a neural network, to return the predictions 
referred to the typology of the cutaneous lesions and to 
characterize any melanomas. 

In this clinical scenario, the Spoke Requesting Physician visits 
the patient and enters in the platform all his/her personal data and 
past clinical information (exams reports, dermatological images). 
The Requesting Physician may indicate the diagnosis regarding the 
specific case, if the clinical situation is clear after the first visit.  
If necessary, the Requesting Physician can send a teleconsultation 
request to the Dermatology Clinical Specialist of a Hub for a first 
opinion (when the initial diagnosis has not been made and the case 
is sent to the Dermatology Clinical Specialist immediately) or for 
a second opinion after the diagnosis. The Dermatology Clinical 
Specialist who takes over the case can be supported in his/her 
analyses by a neural network which can: 

• request the prediction of specific skin pathology 
evaluation returned as the most likely disease class; 

• check the 5 similar cases retrieved from the dataset and 
compared with the image linked to the patient. 

In this way, the Requesting Physician is supported in detecting 
the presence of possible melanomas. Thanks to the neural network 
(DSS), the Dermatology Clinical Specialist has the opportunity to 
compare the new dermoscopic images acquired regarding the 
suspected lesions or moles of a patient with those present in the 
system dataset. A comparison is then made to identify any 
similarities and consequently to provide the Requesting Physician  
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Figure 3 – NeuroRadiological Teleconsultation 

 
Figure 4: NeuroRadiological Teleconsultation Subprocess: Clinical evaluation 
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Figure 5: Dermatological Teleconsultation 

 
Figure 6: Dermatological Teleconsultation Subprocess: Clinical evaluation 
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Figure 7: Telemonitoring process - Scenario 1 

 
Figure 8 – Telemonitoring process - Scenario 2 
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Figure 9 – Telemonitoring process Subprocess: Control through telemonitoring 

with specific classes and coefficients of cosine similarity 
(fingerprints comparison). 

The steps of the Dermatology Clinical Specialist for the 
evaluation of a clinical case via neural network and 5 similar cases 
are: 
• the Dermatology Clinical Specialist selects the clinical case 

for which he/she wants to obtain a prediction regarding the 
acquisitions of data and images he/she has made; 

• the neural network returns the predicted class with the 
probabilities of all other similar classes; 

• the Dermatology Clinical Specialist can also request the 5 
most similar acquisitions; 

• the neural network returns the 5 images acquisition having 
the greatest correspondence with the patient’s image, in order 
to be evaluated on the basis of a coefficient of similarity.  

The Requesting Physician may use the results provided by the 
system to write the Dermatology Clinical Specialist diagnosis 
regarding the selected clinical case. In addition, statistics can be 
extracted by analysing biometric and personal data using DSS 
techniques. Also in this scenario, the Spoke organization which has 
initiated the process, receives a notification of completed diagnosis 
made by the Hub organization. The BPMN model of the 
dermatological teleconsultation process is represented with the 
open-source Signavio software in Figure 5 and Figure 6, the latter 
represents the related sub-process.  

4.3. Telemonitoring – OSAS Syndrome Diagnosis 

This process analyses the telemonitoring of the patient’s heart 
and respiratory rate during sleep time to diagnose the Obstructive 
Sleep Apnoea Syndrome (OSAS). The system uses a non-invasive 
Ultra-Wide Band (UWB) technology, thanks to which it is possible 
to acquire data related to the patient’s heart and breathing rate 
during sleep time in a non-invasive way.  

The Physician of a health organization (public or private 
hospital) forwards the request for sleep monitoring in order to 
analyse the clinical situation of the patient, while a specific health 
operator of the Hub/Spoke assigned to the service, responds to this 
request. The service can also be provided at patient’s home by 
activating a monitoring system based on digital devices. This home 
system is able to acquire, in contactless mode, clinical data from 
the patient during sleep. In addition, there is a tablet acting as a 
gateway, which receives the recorded data from the UWB device 
and retransmits them to the system [1].  

The processes for this telemonitoring case are basically two 
and both involve the Physicians, the Clinical Specialists, the 
healthcare operators and the patients as follows: 

1. the diagnosis formulation based on sleep data collected 
in a predefined period; 

2. the subsequent real-time sleep telemonitoring finalized 
to continue the evaluation of the clinical case over time. 

Formulation of diagnosis by telemonitoring 

The steps of the first process leading to the formulation of the 
diagnosis by telemonitoring and to the subsequent report definition 
are specified below: 

• Creation of pre-diagnosis sleep telemonitoring request; 
• Receiving pre-diagnosis telemonitoring request; 
• Configuration and installation of sleep telemonitoring 

kit; 
• Start and end of data collection; 
• Sleep monitoring data recovery for the patient; 
• Diagnosis and report formulation. 
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After the request has been sent, the system assigns the task to 
the most suitable Hub/Spoke operator, who can manage the 
activity and supervise the process until its conclusion, with the 
production of the final report by the Hub Clinical Specialist. 

The Physician who started the telemonitoring request, can 
recover the patient’s monitoring data in order to evaluate his/her 
clinical condition. In the first phase regarding the Pre-diagnosis, 
the initial clinical information about the patient’s condition and the 
data collected from the monitoring for a given time interval (time 
series of hearth and breath rate) are recorded in the local database 
and indicated as reference model to the patient. 

After this monitoring phase, the Clinical Specialist can 
examine the patient’s pattern to diagnose the eventual Obstructive 
Sleep Apnoea Syndrome and produce the associated report which 
will be saved in the system. Once the diagnosis has been defined, 
the Physician, consulting with the Clinical Specialist, can decide 
to perform a successive telemonitoring phase to record the patient's 
sleep apnoea episodes for an extended period. If further 
telemonitoring activity is not necessary, the Physician 
communicates the final diagnosis to the patient (Figure 7 and 
Figure 9, the latter represents the related sub-process) [1]. 

Telemonitoring and real-time evaluation 

If the patient is afflicted with OSAS or the Physician needs to 
further investigate the patient's clinical situation, he/she can decide 
to set up a telemonitoring process, in order to control the evolution 
of the medical case in a medium or long period. 

In this second scenario (Figure 8 and Figure 9, the latter 
represents the related sub-process), the activities regarding the 
telemonitoring and real-time evaluation are defined. They are 
aimed at detecting any critical situation on the basis of clinical data 
acquired which show a deviation from normal values (reference 
pattern) and, consequently, provide indications for a timely 
intervention and a possible change of care plan. 

The steps of this second process are: 
• Telemonitoring plan definition; 

• Creation of sleep telemonitoring request; 
• Receiving of telemonitoring request; 
• Telemonitoring kit configuration; 
• Start of telemonitoring activities and data collection; 
• Data processing from xDSS; 
• Management of possible alert sent to the system and their 

visualization by the Physician; 
• Control phase for a possible extension of telemonitoring 

service at the end of the predefined period;  
• Final clinical evaluation by the Specialist. 

In this situation, there is an initial phase of telemonitoring 
programme definition, followed by its subsequent referral to the 
Hub/Spoke operator, who then configures the telemonitoring kit.  

After the telemonitoring process has been defined and started, 
the real time data collected from the patient’s UWB device, with 
the standard model data collected during the pre-diagnosis 
monitoring, are given as input to the platform’s xDSS. The xDSS 
allows the analysis of patient data from the activated monitoring 
and, in case of significant deviations between the data collected in 
the pre-diagnosis and the data acquired through real-time 

telemonitoring, an alert message is sent by the system to the deputy 
Physicians. In this way, the system processes the real-time data and 
compares them with the patient’s standard pattern, promptly 
notifying the presence of its deviation, such as an ongoing night 
apnoea episode [1]. The potential alert generated by the platform 
can, then, be viewed and managed by the Physician. At the end of 
the process, the Specialist makes an assessment of the OSAS data 
from the telemonitoring and makes it available and viewable to the 
requesting Physician.  

 
5. Discussion and Conclusions 

The use of telemedicine systems, supported by an efficient 
territorial health service, can reduce the number of admissions and 
inappropriate hospitalization, making home monitoring and 
treatments more effective [90]. This approach can allow a better 
interaction with Specialists and an accurate control of patients’ 
clinical situation through the use of medical IoT devices.  

The HINT project fits perfectly this context, as it has provided 
a comprehensive and optimized framework based on a flexible and 
workflow-focused teleconsultation and telemonitoring platform. 

The new Hub and Spoke architecture proposed in this project 
allow Physicians (Hub) to find Specialists (Spoke) for a 
consultation even in remote areas, where medical specialists are 
not physically present, thanks to innovative teleradiology, 
teleconsultation and telemonitoring solutions. 

An important innovation in the HINT project concerned the 
introduction of a Decision Support System for dermatological 
teleconsultation within a cloud telemedicine platform, which 
allows the classification of dermoscopic images of skin lesions, 
thanks to Artificial Intelligence and Deep Learning techniques.  

Another important innovation, in the field of Obstructive Sleep 
Apnoea Syndrome, concerned the introduction of advanced 
monitoring devices.  

Moreover, a workflow management component within the 
HINT platform, based on BPM, allowed the automated 
management of the clinical processes’ activities and related data 
sharing. The steps of the BPM lifecycle were implemented 
specifying, for each phase, the healthcare standards used and the 
actors involved, in order to re-engineer the clinical processes 
analysed (see Table 1).  

The technological and organisational innovations led to the 
definition of a prototype, whose components and functionalities 
have been tested but not in a real clinical setting. However, the 
HINT technological applications have been successfully used in 
the Italian LHA (Local Health Authority) by some partners after 
the project conclusion. 

Many potential advantages deriving from HINT telemedicine 
solutions, involve different end-users. In particular, Physicians can 
be supported in finding the most suitable patient’s diagnostic 
process, through telemonitoring and telehealth appointments.  

Furthermore, in emergency situations, telemedicine can 
represent a guidance for Specialist Consultants (SPs) and for 
hospital admission, since, thanks to telemonitoring systems 
combined with possible teleconsultations with other Physicians, it 
is possible to know the patient's clinical situation before he/she 
arrives at the hospital. For private or public healthcare 
organisations, telemedicine systems can give the possibility to 
ensure an effective coverage of the largest number of clinical cases 
as well as a service homogeneity offered on the territory, thanks to 
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the support of integrated platforms enabling advanced care 
systems. The support in the diagnosis phase through IT systems 
based on telemedicine services can help the Specialist Physicians, 
who can work also remotely in a more efficient and effective way 
[1].  

The advantages for patients can concern the availability of 
more specialist services within the hospital or territory healthcare 
processes. They can also benefit from the empowerment process 
ensured by telemedicine services, thanks to which they can be 
more involved in their diagnosis processes and in healthcare 
treatments. 

Finally, using telemedicine systems, patients can reduce time 
and costs needed to get efficient medical care. 
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