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 Recently, there is an enormous research on the smart campus concept due to the revolution 
of the IoT technologies. The motivation of this paper is to: reinforce the safety on campus, 
reduce the cost, and take one step forward toward a University smart campus. In this paper, 
we are not only proposing a framework that would act as an instantaneous responder, but 
we also provide a glimpse of the evolving research on smart campus. In addition, we 
explore the challenges, and highlight the future work regarding this on-the-spot responder 
system. 

Keywords :  
IoT 
Smart Campus 
Safety and Security 

 

1. Introduction 

The smart campus concept has been the main focus of many 
researchers recently due to the valuable insights gained toward 
developing smart cities. The university campus theoretically is a 
small city where it delivers variant services to variant users. There 
are several factors that attract the investigators to study the smart 
campus including: delivering high quality services, protecting the 
environment, and saving the cost. The internet of things is a 
fundamental part of the smart campus, and it is inescapable 
getting it invoked. 

The internet of things is a communication paradigm that 
gained its tenacity from its capability of connecting variety of 
everyday life objects to the internet. These objects include, but not 
limited to, sensors, robots, security locks, alarms, drones, 
appliances, smart grid systems, office equipment and so on. Even 
though IoT is in its early stages, there are many applications and 
standardization that has been developed in many domains 
including: home automation, smart grids, water and waste 
management, traffic control, smart vehicles, healthcare assistance, 
and industrial automation. Moreover, the realization of the IoT 
network is facing two main challenges. First, technical challenges 
because of IoT novelty and heterogeneous nature. Second, 

business challenges due to the lack of complete and approved 
business model that would encourage investments. 

In this paper, we are proposing a safety and security 
framework based on the IoT which would enhance the safety on 
a university campus. The work in this paper is not only an 
extension of the investigation originally presented at the 2016 
International Conference on Future Internet of Things and Cloud 
(FiCloud) [1], but we also propose a new system, and identify the 
limitations and research opportunity in this field.  

The safety on a university campus is a growing concern 
among the campus community across the U.S. and across so many 
other countries due to the horrific crimes and mass shooting 
committed, lately. Regardless of whether the campus is rural or 
urban, large or small, significant number of people on campus 
seems to be reluctant to walk out at night alone [2].  According to 
Clery Center for security on campus [3], the crimes committed by 
students on campus is about 80% of the overall crime number. For 
example, Tennessee State University (TSU) is considered about 
an average in crime rates [4]; However, there were recent cases 
which saddened TSU community such as the shooting in 2015 that 
killed one, and injured three students [5]. Figure 1 shows statistics 
of the crimes committed on post high school education campuses 
in the United States over the period of 2015 to 2017 [6]. Our 
proposed system will not only enhance the safety, but also it 
would reduce the cost, make efficient use of resources, and 
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become one step closer toward a smart campus by utilizing the 
recent advances in technology. 

 

Figure 1 Statistics of The Crimes Committed on more than 11000 Campuses [6]. 

2. Smart Campus and Its Applications 

The smart campus market springs from being a diverse 
environment regarding the services conveyed and the recipients 
of these services. The impact of conveyed services is not limited 
to the academic aspect, but also the social, financial, and 
environmental aspects. We can categorize the current research in 
smart campus into four main areas: intelligent buildings, campus 
smart grid, learning environment, and other applications. Figure 2 
shows the context of a smart campus, its impacts, and many 
examples of its applications. On the rest of this section, we will 
present the research being done toward achieving a smart campus. 

 
Figure 2 Impacts and Applications of Smart Campus Concept [1]. 

2.1. The Intelligent Buildings 

Given that there is no de facto guide which would lead the 
people in the construction industry on how to build an intelligent 
building, a novel approach would be the plan to achieve the 
stakeholders’ goals [7]. The planners need to focus on two main 

aspects. First, Information and Communication Technology (ICT) 
infrastructure where at least one fast backend network is needed 
for both business and building systems. Servers and variant 
sensors are essential part of the automation process of buildings. 
Sensors routine includes, detecting carbone dioxide levels in 
buildings, monitoring building stress, adjusting temperature, 
turning off the services in empty spaces, and measuring humidity 
and pollution levels [8,9]. Second, reporting and collaboration 
between various department is crucial to improve business 
processes and workflow, and it can be done by sharing 
information and reports, and enhancing communication [7]. The 
reports include building occupancy, staff attendance, patterns of 
utility usage, real-time warnings, energy usage, and so on. 
Knowing that the productivity gets increased by boosting the 
comfort of the community on campus, the stakeholders would 
make that as one of their goals [10].  

2.2. Campus Smart Grid 

Smart grid “is an opportunity to use new information and 
communication technologies (ICTs) to revolutionize the electrical 
power system” [11]. There are many universities adopting smart 
grids such as Oregon State University, which integrated 
Synchrophasor technology to have better monitoring and 
alarming system; however, the optimized results are not realistic 
due to the fact that this technology is relatively new and needs 
further studies [12]. In case of failures with SCADA, Santos et al. 
[13] suggests an automation process of power restoration using 
Open Platform Communications (OPC) protocol, and to 
characterize detection, isolation, and self-healing. Examining 
demand patterns, implementing a self-organized mapping (SOM), 
which is favored load profiling algorithm, and analyzing the 
current grid to provide a methodology and recommendations for 
smart microgrid in a university campus are discussed in [14,15]. 
Web-based systems on a cloud platform are introduced in: [16] 
for the analysis of energy consumption and behavior patterns, [17] 
for the purpose of controlling the demand response, and [18] for 
forecasting of future demand using machine learning (ML) 
models. Bracco et al. [19] propose a quantifying method for the 
usage of primary energy, predict CO2 emissions cut, and assess 
the cost reduction at the University of Genoa campus. Finally, IoT 
made it possible to control and monitor the energy consumption 
by users, identify energy draining devices, and suggests actions to 
optimize their behavior. 

2.3. The Learning Environment  

Given that the primary ambition of e-learning systems is to 
provide an articulated learning environment for learners based on 
their aspirations, knowledge, and talent, Wang et al. [20] 
characterize the learning process in an intelligent environment as 
a recursive process of four stages: learning, assessment, 
interaction, and analysis. Several papers published in this area 
including [21] which proposes students profiling based on their 
behavior over on-campus social network to provide a context-
based personalized learning experience to achieve a ubiquitous 
learning (uLearning); however, additional study in terms of 
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learners’ behavior and content design would exaggerate the 
benefit of such system. Microsoft and MIT started a research 
collaboration to achieve an intelligent campus, so called (MIT 
iCampus) [22]. This collaboration resulted in developing several 
intelligent systems including: class communicator system (CCS) 
to overcome communication issues between instructors and 
students, and class learning partner (CLP), and to provide an 
exercises and instant feedback during the class. Finally, given that 
mobile phones, tablets, laptops, and other wearable devices are 
among the most prominent devices that have influenced this 
universe [23], and utilizing them in education is inevitable.  

2.4. Other Applications  

Even though they do not get enough attention, there are 
plenty of other applications where IoT can be utilized to 
dramatically change campus to a smart one such as: waste and 
water management, parking, voting, safety and security, and so on. 
Regarding waste management, many papers published recently 
including [24-26] which generally suggest planting sensors at the 
bins, and waste trucks that collect real-time data for analysis, and 
a system would use the collected data to suggest better cleaning 
schedule and a superior and cost-effective route for waste 
contractors.  

One the other hand, Mudumbe and Abu-Mahfouz [27] 
present a user-centric smart water management system which 
represent consumption in visual graphs to increase awareness. 
Gabrielli et al. [28] describe a sustainable prototype for smart 
metering devices and the associated network. Despite the 
feasibility of the project, the focus of their experiment is to build 
a sustainable metering device. Moreover, the authors [29,30] 
demonstrate: a parking guidance system for the parking building, 
and an electronic voting system that uses RFID technology for the 
authentication process, respectively.  

Keeping in mind that most of recent work is focused on 
energy, learning environment, and intelligent buildings, the safety 
and security did not attract the attention of researchers; however, 
the intrinsic need of: better safety, instantaneous response to 
emergency, and cost effective solution on campuses actuated our 
team to investigate this area.  

3. Safety and Security System 

In this section, we will describe our system in details. At first, 
we will show the overall architecture of the system followed by 
the technique that will be used to deploy the sensors. Considering 
four different types of undesirable incidents: gun possession, 
assault, burglary and firing arms, we will show how to detect such 
suspicious activity. After that, we will show how to detect and 
track the suspect until the backup team arrives to the scene.   

3.1. System Architecture 

The safety and security system work with a variety of devices 
including: cameras, microphone sensors, glass break sensors, 
Raspberry Pi boards (RPis), a drone, and a server connected to the 

safety and security Operation Control Center (OCC) on campus. 
Figure 3 shows the general architecture of the system. To avoid 
overwhelming one server by making it process all the data 
collected by sensors across the campus, we would use the RPis to 
accomplish a distributed data processing architecture. Taking 
advantage of its cheap cost, the RPis would be used to process 
images, voices and other collected data by attached sensors. In 
case of detecting suspicious activity, the RPi would notify the 
server which will identify the location of the RPi using table for 
mapping the RPi’s ID and its predefined location. The server 
would trigger the alert, identify the fastest route to the incident 
location, and instruct the drone to observe the situation, and wait 
for further actions.   

 
Figure 3 System Architecture 

A sophisticated and robust drone need to be used as an 
instantaneous responder to observe the situation, and send live 
updates to the OCC for assessment and evaluation. The drone’s 
autopilot would be attached to: a 4G dongle for internet 
connection, a GPS, a camera, and a compass.    

3.2. Sensors Deployment 

Since we have different types of sensors and our system 
depend on them, we need to deploy them carefully. The 
deployment technique is planned attentively to achieve two goals: 
to be cost effective regarding the number of sensors, and to avoid 
degrading the effectiveness of the system by deploying less 
sensors than required. The cameras would be deployed at parking 
lots, sidewalks, and buildings’ entrances. The glass break sensors 
need to be deployed inside the buildings. Because one sensor 
covers around 25 feet, we would deploy one sensor per room 
wherever applicable. Finally, we decided to choose a microphone 
that covers 20 to 30 feet in a spherical area such as QSPMIC 
microphone by Q- See. 
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Figure 4 Sound Sensors Deployment  

Figure 4 shows the way of planting the sound sensors where 
every sensor is planted at the end of the previous sensor coverage. 
Thus, the horizontally and vertically distance between sensors is 
equal to the radius of the coverage area (r).  The sound source 
location can be determined using the Time Difference of Arrival 
(TDOA) or Multilateration (MLAT) method [31]. TDOA is an 
algorithm used to determine the location of the sound source by 
calculating the differences in arrival time of the sound at spatially 
separated sensors. The time difference of arrival of sound at 
different sensors must be known and processed at the central 
location. When the possible distance of the source from each 
sensor is drawn, it creates a hyperbolic curve. The location of the 
sound source lies in the intersection of all the hyperbolas from 
different sensors. This method works quite accurately for 
relatively static sources. If dynamic sources to be tagged, 
modified TDOA can be used [32]. 

3.3. Suspicious Activity Detection 

The proposed system considers four different undesirable 
incidents to prove its effectiveness which are: gun possession, 
assault, burglary, and firing arms. The following paragraphs will 
study these scenarios in details.  

Gun possession would be caught using the cameras 
distributed all over the campus parking lots, entrances, and 
sidewalks. The Raspberry Pies (RPis) attached to cameras would 
be able to detect guns automatically using Convolutional Neural 
Networks (CNNs) [33]. CNN is the state of the art technology in 
computer vision and it has been proven as a reliable architecture 
in object detection, giving its high accuracy with sufficient 
training. CNN is a special case of Neural Networks that apply the 
convolution operation to an input image for the purpose of feature 
extraction; however, the usage of the convolution operation 
demands high computational time, which is a challenge in our 
environment, knowing that we are using limited, low-energy 
devices. Fortunately, Iandola et al. [34] were able to achieve a 
smaller CNN architecture that performs the same accuracy as the 
AlexNet-level on ImageNet with fifty times fewer parameters, 
and they named it SqueezeNet. As a result, the SqueezeNet can be 

used on almost any controller or embedded computers. On RPis, 
it takes SqueezeNet approximately 2 seconds to process an image, 
which is enough time to: detect a person with a gun on a sidewalk, 
issue an alarm on the building, automatically close the inner doors 
of buildings, and notify the safety and security OCC on campus.  
Using a significant number of images of different types of guns, 
the SqueezeNet would be trained. The trained model would be 
deployed on the RPis wherever the cameras are applicable. After 
the detection of the gun, the RPis would alert the server. Using the 
predefined mapping between RPis and locations, the server would 
be able to instantaneously deduce the location of the gunman, plan 
the fastest route for drone, and instruct the drone to find and 
tracking the gunman until a backup team arrives to the scene.  

There are some cases where the gun would not be detected by 
the distributed cameras. Therefore, we introduce another method 
for detection which is by detecting the sounds of firing arms. 
Usually, firing the arms and assault crimes are accompanied by 
sounds such as the sounds of gunshots and yelling for help. In case 
of any of these undesirable incidents happened, the microphones 
attached to RPis would catch the accompanied signals, and pass it 
to the neural network to identify if there is any suspicious activity. 
Since the CNN is proven to be effective in speech recognition [35], 
likewise, the SqueezeNet architecture would be used here too. 
Gunshots and yelling for help spectrograms would be used to train 
the network, and the pre-trained model would be deployed on the 
RPis. Similar to the previous scenario when the detection happens, 
the RPis would notify the server. Then, the server would identify 
the location of the incident and instruct the drone to observe the 
situation.  

For burglary detections, we are using a glass break sensors 
which are connected to RPis. By listening to acoustical 
frequencies generated when a glass gets broken, the sensor would 
alert the RPi over the wireless which would lead to issuing an 
alarm to the server. Because the RPi mapped the sensor with its 
location on the building, the server would send the drone to that 
location to give real-time updates of the broken window. This 
would be important in case the burglar tried to run away because 
the drone can always detect and track people on the scene. 
Meanwhile, the OCC room should have sent a backup team to that 
room to investigate the situation. 

3.4. Target Detection and Tracking  

As soon as the drone arrives into the scene, it has to detect 
and track the suspect. To add more capability, our algorithm 
would allow two methods of detection: manually and 
automatically based on the situation. Figure 5 shows the general 
flowchart of target detection and tracking process. Upon the 
arrival of drone, it would start: capturing videos frames, notifying 
the OCC with updates, and analyzing the captured frames for 
detection of the suspect. Knowing that CNN requires high 
computation demand, Histogram Oriented Gradient (HOG) [36] 
would be used to detect upright persons in the scene. Because we 
need to reduce the computation overhead of the RPi on drone, we 
would analyze only five frames out of the twenty-five frames per 
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second that the camera can detect. If there is more than one upright 
person on the scene, the system would allow the OCC to decide 
which one to track. Otherwise, the drone will track the detected 
target. Regardless of the method used to detect the target, the 
drone will keep the target on its camera frame center, while the 
OCC will get real-time updates of the location which would be 
shown on an interactive map. Because we don’t want to 
overwhelm the drone’s connection to the internet, the OCC will 
get few captured frames only.  

 

Figure 5 Target Detection and Tracking Flowchart 

For the tracking, our system would allow the manual tracking 
of the suspect where the OCC officer can remotely control the 
drone without the need for frames analysis; however, this would 
require a high speed internet because the OCC needs a live 
streaming to be able to remotely control the drone. In case of 
automatic tracking, the optical flow method and its estimation 
using the Lucas-Kanade method will be used to track the suspect 
at the first frame only of every second [37,38]. The method works 
as the following: consider a pixel I(x,y,t) at the first frame, and it 
moves by distance dx, dy, in the frame that is compared to which 
is taken at dt. Because we are tracking the same person on real 
time, we assume the intensity does not change.   

                𝐼𝐼(𝑥𝑥, 𝑦𝑦, 𝑡𝑡) = 𝐼𝐼(𝑥𝑥 + 𝑑𝑑𝑑𝑑, 𝑦𝑦 + 𝑑𝑑𝑑𝑑, 𝑡𝑡 + 𝑑𝑑𝑑𝑑)           (1) 

by taking Tylor series approximation, and dividing by dt, we get:  

 𝑓𝑓𝑥𝑥𝑢𝑢 +  𝑓𝑓𝑦𝑦𝑣𝑣 +  𝑓𝑓𝑡𝑡  =  0                 (2) 

𝑓𝑓𝑥𝑥 = 𝜕𝜕𝜕𝜕
𝜕𝜕𝜕𝜕

;    𝑓𝑓𝑦𝑦 = 𝜕𝜕𝜕𝜕
𝜕𝜕𝜕𝜕

                    (3) 

𝑢𝑢 = 𝑑𝑑𝑑𝑑
𝑑𝑑𝑑𝑑

;  𝑣𝑣 = 𝑑𝑑𝑑𝑑
𝑑𝑑𝑑𝑑

                         (4) 

Then, using the Lucas-Kanade method, the final solution will be: 

 

            [u
𝑣𝑣] = [ ∑𝑖𝑖fx𝑖𝑖

2 ∑𝑖𝑖fxifyi
∑𝑖𝑖fxifyi ∑𝑖𝑖fyi

2 ]−1[−∑𝑖𝑖fx𝑖𝑖ft𝑖𝑖
−∑𝑖𝑖fy𝑖𝑖ft𝑖𝑖

]                    (5) 

Then, the drone will move to the desired direction to 
make u, and v in its frame center. This method will be repeated 
once every second. Because we are capturing from the drone, the 
capture has a wide area where the suspect is in the center of the 
frame. It is less likely that the suspect will be able to go beyond 
the area of the drone’s camera in one second. So, we are 
processing one frame per second only, and to avoid overwhelming 
the RPi with computation demands. Figure 6 illustrates the 
detection and tracking process, and the movement of the drone.  

 
Figure 6 Target Detection and Tracking  

4. Challenges and Future Work 

Basically, the proposed safety and security framework 
inherited the obstacles that are facing the smart campus market 
which we can summarize in three areas: technical, financial, and 
political. 

The technical barriers can be observed from the following 
perspectives: security, privacy, and configuration [1]. Being able 
to planet a massive number of low-energy and wirelessly 
connected devices on campus and meeting the security 
requirements is a problematic task due to the heterogeneous and 
intensive communication environment. Giving that we are 
utilizing various types of sensors, the privacy of people on campus 
is an issue where we need to be absolute that nobody can misuse 
the system to invade the people’s privacy. Adopting the safety and 
security system on campus would result in using hundreds if not 
thousands of sensors which can be an enormous burden to 
configure them manually. Certainly, new ways of the automated 
configuration of IoT devices need to be thoroughly investigated. 
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In general, the smart campus market is facing financial 
difficulties giving that the limited resources of universities, 
regardless of immature experiences here and there. Even though 
the proposed system would save the university tons of many 
regarding the number of security officers on the long term, the 
initial investment is an impediment to the implementation of this 
system.  

Regarding political hindrances, this system would need a 
waiver of some restrictions for unmanned aerial vehicles (UAV) 
by the Federal Aviation Administration (FAA), in the United 
States  or such agencies in other countries, such as:  the maximum 
altitude of 400 feet above ground level, visual line of sight, 
daylight only operations and some others [39]. Also, the system 
may face forceful opposition from people on campus and nearby 
neighborhoods regarding the invasion of their privacy. Even 
though it is almost inconceivable, the opposition of anti-tech 
security officers is a possible hindrance that needs to be 
considered.  

After finalizing the implementation, our work opens the 
doors for researchers to improve the capability of this system to 
achieve optimum performance. The detection of outlaws during 
night-time and tracking them is a possible area of improvement. 
Moreover, the profiling of crimes respecting the hotspots, timings, 
and frequent suspicious activities using data collected by sensors 
would provide copious information about the crimes. The refined 
information would lead to crimes’ prediction and prevention, 
eventually. Reducing the time between incident and arrival of 
drone is another area of improvement. Arming the drone with stun 
gun shocks could be considered for improvement. In addition, 
finding ways to avoid outlaws targeting the drone such as working 
on a bulletproof drone structure and trying to balance that with the 
speed of the drone is another area of improvement. 
5. Conclusion  

After presenting the recent work in smart campus 
technologies using IoT, we proposed a safety and security 
framework tailored to fit any university campus that would like to 
take advantage of recent advances in technology. The proposed 
framework would act as an instantaneous responder to incidents 
that could happen on campus. The proposed system is a good tool 
that would not only detect the incidents, but also it can track the 
outlaws even outside the campus until a backup team arrive to the 
scene. Also, we discussed the challenges of the system from three 
different perspectives: technical, and financial, and political. 
Finally, we highlighted the future work for this system to achieve 
its optimum performance.  
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