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During sudden anti-terrorist drives conducted by the law enforcement
agencies, a localized cyber security system happens to be a special tactic
to avert the unprecedented massacre and gruesome fatalities against the
residents of that area by disconnecting the affected territory from the
rest of the world; so that the militants and their outside accomplices
cannot communicate with each other and also the terrorists cannot go
through the ongoing apprehensive operation via wireless communica-
tions. This paper presents a novel framework of an unmanned aerial
vehicular networking signal jammer which is oriented to block incoming
and outgoing signals of all frequencies transmitted from a specifically
marginalized territory scanned and explored by the aerial vehicle. Dur-
ing such a cyber-vigilance operation, the aerial vehicle is equipped with a
transmitter and an auto-tuning band-pass filter module with automatic
regulation of center frequencies according to the surrounding networking
signals, which are considered to be the suppressing noise parameters. In
order to restrict the signal blocking operation within the militant hub,
the aerial vehicle with the network terminator is controlled to navigate
within a particular boundary of a residential area and its navigation is
continuously mapped and stored for effective evacuation process directed
to save the innocent stranded people. A very low frequency (VLF) metal
detector has been designed to trace the explosives and buried landmines
inside the exploration arena. An algorithm for 3-D mapping of the metal
traces detected by the aerial navigator has been presented in this paper.
Signal blocking, metal tracing and stable confined movements have been
tested where the testbed is provided with signals of different frequencies
along with variation in dimensions of the testing region to evaluate the
reliability of the proposed framework.

1 Introduction

In order to commit crimes with ease and for ensuring
their maximum safety with encrypted identity from
the law enforcement personnel, the militants choose
places full of common people where the abodes are sub-
urbs or localities with a dense population and residen-
tial housing structures. During certain anti-militant
drives, the first and foremost security aspect is to evac-

uate the territory so that the innocent victims seized
in the attacked area remain unharmed and minimum
household materials are to be damaged. Due to the
exposure of Internet and wireless communication pro-
vision, the militants supposedly utilize networking
signals and Internet facilities to penetrate the compre-
hensive anti-terrorist operation and they often mate-
rialize communication with their outside accomplices
to assist them to flee from the drive. If the terrorists
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become successful to pervade the vigilance system,
they can cause unprecedented human fatalities of the
stranded local people.
This paper is an extended version of the work reported
in [1]. An unmanned aerial vehicle equipped with a
networking signal jammer has been implemented for
monitoring and controlling an anti-militant mission.
The aerial vehicle is manually and semi-autonomously
operated to explore within a specified region of in-
terest with an on-board camera providing consistent
video feedback and an electronic device subsuming an
auto-tuning band-pass filter with a transmitter and a
segregated power module. The extensions in this paper
are the inclusion of a consistent 3-D mapping of the de-
tected metallic substances, performance evaluation of
the signal blocking operation in 4G networks, test-bed
analysis for accurate metal tracings and deviations in
3-D navigations of the employed aerial vehicle within
certain territorial regions.
The employed prototype and its motion planning algo-
rithms are reported in [2] where to restrict the aerial
exploration inside a marginalized trajectory, the path
planning algorithm has been modified. The process of
the autonomous concatenated map generation of the
traversed region is described in [2] and [3]. The auto
center frequency reconfigurable bandpass filter to sub-
stantiate networking signal jammer is based on a novel
design proposed in [4] where an ultra high frequency
and high quality factor integrated Gm-C technology
based bandpass filter is presented which is fabricated
using the modified Nauta’s Transconductor principle.
Traditionally, a signal jammer enacts the role of an
adaptive source of interfering noise suppressed onto
a propagating message signal at the node of eaves-
droppers so that the confidentiality of the relevant
wireless protocol is maintained by not allowing any
outsider to decode the inherent messaging information.
In the papers [5]-[8] the degrading security concerns in
military operations based on wireless communication,
jamming based physical layer security prospects and
particular environmental reliability challenges incor-
porated in sensor networks are reported respectively.
The paper presented in [8] documents an innovative
anti-deception jamming method for radar sensor net-
works whereas in [9] a detailed perspective analysis of
the secrecy transmission capacity of hostile jammers
is articulated. The paper presented in [10] describes a
novel outage-based characterization approach for joint
relay and jammer selection scheme in case of channel
state information feedback delays.
To enhance the strength of the signal of interest in
a wireless communication scheme, jamming attacks
should be effectively retaliated. In the works reported
in [11] and [12] the investigating methodologies re-
lated to a MIMO interference cancellation based jam-
ming resilient system, an energy harvesting jammer to
minimize secrecy outage for powered communication
networks and optimal stopping theory dependent jam-
mer selection process for secured radio networks are
documented respectively.
The proposed aerial vehicular signal jamming system

incorporates auto tuning band-pass filter module with
consistent video surveillance and automatic map gen-
eration capabilities. The vehicle is boarded with a very
low frequency discriminative metal detector circuit
to trace different types of explosive materials. The
locomotion of the aerial route is confined to a speci-
fied territory with the provision of manual and semi-
autonomous motion control algorithms. The imple-
mented system with its salient features, applied signal
jamming technique, motion control and mapping algo-
rithms along with explosives detection technique and
test-bed results are articulated in this paper section-
by-section.

2 Implemented Cyber-Vigilance
System and Proposed Salient
Features

The tactical security system based on unmanned aerial
vehicle facilitated with networking signal jammer is
solicited to be deployed in case of anti-militant and
anti-terrorist drives conducted by the law enforcement
agencies. The investigated methodologies, salient fea-
tures and entities, control algorithms and constituents
of the developed framework are articulated in the fol-
lowing excerpts.

2.1 Unmanned Aerial Vehicle

The detailed specifications of the aerial vehicle are
described in [2] and Fig. 1 shows the demonstrated
aircraft. Fig. 2 presents the vehicle at an elevation.
As mentioned in [2], Q450 V3 is the main quad frame
with glass fiber platform with arms constructed of
polyamide nylon. There are four 820 kVA BLDC mo-
tors and for solemnizing motion and elevation control
there are two normal and two pusher propellers. Being
exposed to a payload of 0.5-0.55 kg and a single shot
flight duration of approximately 14 minutes, the entire
aerial structure weighs around 1.4 kg.

Figure 1: Employed unmanned aerial vehicle [the back-
ground is a muddy surface of the test arena]
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Figure 2: Vehicle in flight mode

An open source ground station application for MAV
communication, called APM Mission Planner 2.0, is
utilized to control the flight modes, longitude and al-
titude parameters of the vehicle. Mission Planner is
interfaced with manual and semi-autonomous motion
planning algorithms developed on C language plat-
form with continuous data logging with the GPS way-
points and control events. As presented in [2], there is
a simulation interface of the flight control phenomena
and the associated tuning parameters.

2.2 Networking Signal Jammer

To block the surrounding networking signals propagat-
ing in the terrorized region, a novel band-pass filter
module along with a radio transmitter is utilized as the
signal jammer. To self-calibrate the jamming process,
the radio transmitter is housed with the band-pass fil-
ter and the overall jammer set-up is attached to the
surface of the vehicle.
According to the design considerations and technol-
ogy proposed in [4], TSMC 0.18 µm CMOS fabrica-
tion process based Gm-C band-pass filter module is
used where active transconductor components and six
CMOS inverters are incorporated. The quality factor
is maintained more than 40 and the adjustable center
frequency of the operating bandwidth can be config-
ured within the range of 797.4 MHz to 819.5 MHz. The
automatic tuning procedure is enabled following an
analog Phase-Locked-Loop (PLL) technique based on
an adaptive integrated Voltage-Controlled-Oscillator
(VCO). As described in [4], an inherently symmetric
improved Nauta’s Transconductor building block is in-
troduced.
The improved Nauta’s Transconductor configuration,
device parameters, equivalent circuit of the fabricated
Gm-C band-pass filter, analog PLL topology for au-
tomatic frequency tuning system, architecture of the
adaptive VCO and relative performance evaluation
are presented in [4]. The signal jammer-cum-adaptive
band-pass filter module tunes its center frequencies
within an approximate range of 797 MHz to 819 MHz
with a unity gain and it blocks other frequency signals
as the commensurate suppressing noise parameters.

The data acquisition rate of the Wi-Fi camera is con-
stantly kept at 800 MHz and hence the video surveil-
lance is not interrupted during the entire systematic
operation.
Several band-pass filter topologies for communication
media and transmission channels with low-loss, cost-
reliability and high selectivity factors have been inves-
tigated like the work presented in [13]. This paper
documents a microstrip band-pass filter with electron-
ically tunable notch response which keeps the band-
width within a range of 2.9 GHz to 5.8 GHz. The
operating bandwidth range lies in the interest com-
munication signal transmission range and hence this
approach is not employed in this proposed vigilance
system. A novel design of frequency reconfigurable
transmission antennas with the provision of automatic
switching features is proposed in [14] where a voltage
doubler circuit is utilized to convert a Radio Frequency
value to its equivalent DC reference value. In [15], a
FPGA based FIR band-pass filter is proposed for satel-
lite communication and in [16], a spectral-parameter-
approximation based variable digital filter with ad-
justable center frequencies is described. Another so-
phisticated technology for developing tunable band-
pass filter is presented in [17] where an integrated
coupled resonator optical waveguide based band-pass
filter is explained for photonic signal processing. The
methodologies and implemented band-pass filters in
[15],[16] and [17] are not suitable for practical imple-
mentation for an aerial project because of the design
complexity and very high cost of deployment.

2.3 Motion Control Algorithm of the
Aerial Vehicle

Aerial navigation of the explorer is subject to control
in order to ensure a reliable and effective surveillance
operation. The aerodynamics enact as a key factor to
determine the degrees of freedom of the aerial move-
ment of the vehicle. Air friction and vibration of the
mechanical structure are two considerable aspects in
case of motion control application.
The aerial exploration of the quadrotor is consistently
monitored and controlled from a base station. Initially
the uplifting and elevation of the vehicle are controlled
manually and then a modified Point-to-Point (PTP)
path planning algorithm, as described in [2], controls
the aerial movement semi-autonomously. The PTP al-
gorithm is very much similar to the process introduced
in [18] where the monitoring arena is divided into sev-
eral cells of uniform dimensions.
In [19] and [20], path planning algorithms of un-
manned aerial vehicles offering coverage missions and
geo-fencing activities are proposed respectively where
energy and maneuverability constraints and multi-
objective optimization principle based on a multi-gene
structure are considered. Genetic algorithm formu-
lates multi-point search space and an improved path
control method is proposed in [21] which is a more
sophisticated version of the customized PTP algorithm.
In [22], a time optimal two-dimensional path planning

www.astesj.com 45

http://www.astesj.com


D. Chowdhury et al. / Advances in Science, Technology and Engineering Systems Journal Vol. 3, No. 3, 43-50 (2018)

approach is documented along with obstacle avoid-
ance provision. Several sophisticated motion control
techniques for unmanned aerial vehicles have been
articulated in [23], [24] and [25].
The basic control algorithm to decide the navigation
trajectory of the demonstrated aerial vehicle follows
the one presented in [2] with a modification of inser-
tion of three dimensional movement within a bounded
arena with limited specifications. The aerial vehicle
is subject to scan the maximum coverage area of the
region of interest by moving from a point to its nearest
point of exploration. The customized algorithm for the
aerial motion control is presented in Algorithm 1.
Apart form that GPS coordinates and orientation sen-
sors embedded onto the vehicular structure enables
automatic mapping of the stored position values of the
navigating and continuously moving quadrotor.

Algorithm 1 Algorithm for Motion Control

Array of X-axis coordinates of center of each grid
→ X
Array of Y-axis coordinates of center of each grid
→ Y
Array of Z-axis coordinates of center of each grid
→ Z
Dummy variables→ i, j,k
Maximum index of X-array→ I
Maximum index of Y-array→ J
Maximum index of Z-array→ K
Coordinates of the present grid→ x,y,z
INITIALIZE:
i← 0
j← 0
k← 0
START:
While (j < J)
x← x[i]
y← Y [j]
y← Z[k]
if j%2 = 0 then
i← i + 1
k← k + 1

else
i← i − 1
k← k − 1

end if
if i = I and k = K then
i← i − 1
k← k − 1
j← j + 1
if i = −1 and k = −1 then
i← i + 1
k← k + 1
j← j + 1

else
Move vehicle to (x,y,z) point

end if
end if
Goto START

2.4 Explosives Tracing and Detection

Algorithm 2 Algorithm for 3-D Mapping of the GPS
Traces of Suspicious Metals

Array of (x,y,z) coordinates→ Ac
Array index→ Ia
State variable→ Sa
Program variable→ Cp
Sa← 0 ; no change in the present state
Sa← 1 ; change in the present state
Cp← 0 ; operation is being executed
Cp← 1 ; operation is being terminated
Present location point→ (x,y,z)
INITIALIZE:
X←0 ; initial x-axis location
Y←0 ; initial y-axis location
Z←0 ; initial z-axis (or elevated) location
Ia← 0
START:
Read Sa
if Sa == 0 then
Ac[Ia][0][0]← x
Ac[Ia][1][0]← y
Ac[Ia][1][1]← z
Ia← Ia + 1

end if
if Cp == 0 then

for m < 0;m < Ia;m←m+ 1 do
x← Ac[m][0][0]
y← Ac[m][1][0]
z← Ac[m][1][1]
x← x+ x0
y← y + y0
z← z+ z0
x0← x
y0← y
z0← z
plot (x,y,z) and connect with the previous
points

end for
end if
Goto START

The militants can bury improvised explosive de-
vices and landmines in a terrorized area and such mal-
practice can devastate the entire locality causing huge
holistic fatalities of the innocent people and their be-
longings. To prevent such malicious activities the pro-
posed aerial vehicle based vigilance system is provided
with a metal detector circuit module which is attached
to a downward inclined portion of the navigator to
keep the metal sensing circuitry close to the surface of
the landscape. The metal detection technique and im-
plemented sensing system follows the one presented
in [2] which contains a submersible monoloop coil
and works on the principle of very low frequency elec-
tromagnetic induction. The sensing frequency of the
detector is about 5.5 kHz which is suitable to detect the
emanations from improvised ammos as they contain
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very less exposed metallic surface. The sensing depth
potential of the configuration is approximately 30 to
35 cm being in elevation from the ground surface. The
explorer can detect buried metals from a maximum of
35 cm elevation height measured from the ground sur-
face. The tracing and algorithm for simultaneous 2-D
mapping of the detected metal points in the explored
region are described in [2]. In this paper, algorithm
for consistent 3-D mapping of the scanned surfaces
and detected metals has been presented. In the flight
mode, aerial vehicle sends (x,y,z) location coordinates
of the detected metals where the metal detecting cir-
cuit senses the presence of any suspicious material
within a maximum depth potential of 35 cm above the
ground. Therefore, the z-location values do not exceed
35 cm ground clearance where the x and y-location
values are confined within the testing territory. Algo-
rithm 2 shows the implemented approach to map GPS
traces of the metals.

3 Results and Analysis

The developed cyber-vigilance system is assessed in
different test-beds to ensure the sustainability and re-
liability of the aerial vehicle based networking signal
jammer especially in case of accurate signal blocking
activities and stable aerial motion within a confined
territory.

3.1 Evaluation of the Signal Blocking Phe-
nomenon

The implemented security system is tested in different
environments with different frequency signals with
co-existence of the communication signals of 2G, 3G
and 4G spectra and wide fidelity (Wi-Fi) and radio
frequency (RF) signals. With different combinations
of co-existing signals in an arena with a dimension of
10m× 10m with a flight elevation height of 12m, each
time the prototype is tested for 50 times for perfor-
mance evaluation in terms of accurate blocking (%)
and false blocking (%), which are enumerated in Table
1. The evaluated percentages enlisted here are close
approximated values.

Table 1: Evaluation of Accurate and False Signal Block-
ing Phenomena

Test Signals BA(%) BF(%)
2G 96 4
2G+ 3G 86 14
2G+ 3G+ 4G 85 15
2G + 3G + Wi −
Fi(800MHz)

82 18

2G + 3G + 4G + Wi −
Fi(800MHz)

79 21

2G + 3G + Wi −
Fi(800MHz) +RF

78 22

2G + 3G + 4G + Wi −
Fi(800MHz) +RF

75 25

Here BA and BF are the percent values of accurate
and false blocking operations respectively and these
are determined as

BA =
NBA
NT
× 100% (1)

BF =
NBF
NT
× 100% (2)

where NBA is the number of accurate blocking op-
erations, NBF is the number of false blocking opera-
tions and NT is the total number of testing operations
[NT =NBA +NBF].
The aerial vehicle is solicited to different elevation
heights within a certain territorial boundary of 13.5m×
13.5m and the accurate detection phenomenon is
tested for 50 consecutive times for each elevation
where each time a composition of 2G + 3G + Wi −
Fi(800MHz) signals is present there.

Figure 3: Evaluation of accurate blocking operation in
case of different elevation heights

The performance evaluation of accurately blocking
signals for different elevation heights is presented in
Fig. 3.
Likewise the accurate blocking operation of the signal
jammer is tested for different two dimensional terri-
tories with a constant elevation height of 12.5m for
50 consecutive times. The performance evaluation
of accurately blocking signals for different territorial
boundaries for a constant elevation height is presented
in Fig. 4.
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Figure 4: Evaluation of accurate blocking operation in
case of different territorial boundaries with a constant
elevation height

3.2 Evaluation of the Accurate Metal Trac-
ing Phenomenon

The aerial vehicle is tested for accurate tracing of (x,y)
locations of the metals within the testing boundary.
In this case, z-locations of the traces are constant for
50 testing attempts. The vehicle in flight mode is con-
trolled to navigate along a 350cm elevation height from
the ground surface which is to be scanned to find metal
traces. The metal detector is attached to a platform
approximately 20cm underneath the main vehicular
body and hence the detector senses the metals from
a ground clearance of 30cm. Fig. 5 presents the per-
formance evaluation of accurate metal tracing of (x,y)
locations within the testing arena.

Figure 5: Evaluation of accurate metal tracing for (x,y)
locations with a constant z-location value in case of
different test arenas

3.3 Evaluation of Deviations in Accelera-
tion

According to [2], the navigation has been controlled in
such a manner that the vibration of the aerial structure
remains within −3 cms−2 to +3 cms−2 along x and y-
axis and −5 cms−2 to −15 cms−2 along z-axis. The lin-
ear accelerometer shows some small deviations from
the aforementioned standard range when the vehicle
is in its flight mode. Fig. 6 presents the (x,y,z) devia-
tions in acceleration of the vehicle. These have been
derived for 50 consecutive test runs and the values are
approximated from the accelerometer readings.

Figure 6: Evaluation of deviations of the vehicle in
flight mode from the standard (x,y,z) acceleration val-
ues

3.4 Evaluation of Stable Motion within a
Confined Territory

The unmanned aerial vehicle is supposed to navigate
within a confined region where the signal jammer
blocks the networking signals with the provision of
video surveillance, map generation and metal detec-
tion. The developed system is tested in terms of per-
centage of accurate confinement to affirm its stable
aerial exploration within a certain bounded area. For
each different boundary limit, the vehicle is made to
explore for 20 times of assessment and the estimated
accuracy of confinement in % is enlisted in Table 2.

Table 2: Evaluation of Accuracy of Confinement
Testing Arenas (m×m×m) CA (%)
7× 5.5× 5 93
8.5× 6.3× 7.4 89
11× 7.5× 9.8 87
14× 9× 10.2 82
16.7× 12.5× 13 79

Here
CA =

NCN
NTN

× 100% (3)
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where CA is the accuracy of confinement, NCN is the
number of confined navigations and NTN is the num-
ber of total navigations.

4 Conclusion

This paper articulates a novel aerial vehicle based
cyber-vigilance framework capable of networking sig-
nal jamming retaliation against militants and terror-
ists to corner them during an anti-terrorist drive. The
unconventional signal jammer consists of a auto tun-
able band-pass filter module to block communication
signals present in the examined area. This surveil-
lance system provides an apprehensive security system
which is handy for saving innocent lives stranded in
a terrorized region. The aerial prototype is equipped
with ammo detection module and has a unique fea-
ture of automatic path mapping of the covered region.
Accurate signal blocking operation, accurate metal de-
tection, 3-D mapping of the metal traces and stable
confined motion with sustainable aerodynamic move-
ment are the prominent features of the proposed work.
The test results corroborate the efficacy and authentic-
ity of the developed system for application in defense
missions and security drills.
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